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PROVIDING REMOTE NETWORK DRIVER INTERFACE SPECIFICATION 



SERVICES OVER A WIRELESS RADIO-FREQUENCY MEDIUM 



5 CROSS-REFERENCE TO RELATED APPLICATION 

This application is related to United States application Serial No. , entitled 

"Bluetooth Compliant Wireless Device Connections As Modems Or Sockets" (Attorney 
Docket Number 204845) filed on April 24, 2000 and United States application Serial No. 

, entitled "Bluetooth MiniPort Driver Model" (Attorney Docket Number 204858) 

1 0 filed on April 24, 2000 both of which are incorporated herein by reference in their 
entirety. 

TECHNICAL FIELD 

15 This invention relates generally to wireless interface technology and, more 

particularly, relates to the interface between computer software applications and wireless 
devices operating in accordance with the Bluetooth specification. 

BACKGROUND OF THE INVENTION 

20 To provide the greatest compatibility between software and hardware components 

on a computer system, the operating system of the computer defines certain interfaces 
which can be accessed and used by the programmers of the software components and 
which are to be provided and supported by the designers of hardware components. Thus, 
by using the defined interface, the software component can be assured of compatibility 

2 5 with all of the hardware components which support the interface. Similarly, a hardware 
component providing a specific interface can be assured that software components will be 



2 

able to locate and access the functionality provided by the hardware component through 
the interface. 

Generally, computers and other electronic devices are interconnected via physical 
cables or wires. These communication paths allow for the exchange of data or control 
5 information between such devices. However, it increasingly recognized that certain 
advantages arise from the elimination of cables and wires to interconnect devices. Such 
advantages include ease of configuration and reconfiguration, due to the elimination of 
the need to physically add, remove, or displace a physical medium. Furthermore, space 
which would traditionally be used for device interconnection media may be given to other 

10 uses. Furthermore, device mobility is increased through the use of wireless connections. 

One method for providing wireless connections between devices employs a light 
wave in the Infrared region of the electromagnetic spectrum to link devices. The IrDA 
(Infrared Data Association) protocol defines one such connection mechanism. 
Unfortunately, such a mechanism must usually operate in a line of sight manner. That is 

15 to say that any opaque obstruction between transmitter and receiver will prevent proper 
operation. Additionally, IR transmitters are typically not omnidirectional when 
incorporated into a communicating device, so that for proper operation, the transmitter 
must be pointed generally in the direction of the receiver, within some nominal deviation 
such as 30 degrees. Finally, IR transmitters are typically fairly low power devices, and 

2 0 accordingly the range of IR links is usually limited to approximately one meter. 

Radio frequency links solve many of the problems inherent in Infrared links, 
however, a radio frequency connection scheme is needed whereby a variety of 
applications can easily access the radio link through a connection mechanism that 
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provides an appropriate interface. One protocol which defines communication between 
wireless devices through radio frequency links is the Bluetooth specification. Bluetooth 
devices do not require a line of sight with one another to operate, and their range can be 
significantly greater than that of IR links. However, one difficulty with the Bluetooth 
5 specification is that very few computer software programs are written to communicate 
with Bluetooth compliant devices. Another difficulty with the Bluetooth specification is 
that there are very few higher level networking protocols which are designed to operate 
over an RF link conforming to the Bluetooth specification. 

10 SUMMARY OF THE INVENTION 

Accordingly, the present invention provides a method and computer program 
product for providing, over a RF link conforming to the Bluetooth specification, a 
network message protocol which is bus-independent and was originally designed for bus- 
attached networking devices. In such a manner, many computer software products 
15 designed to operate over a hard- wired (or bus-attached) network can also be used over a 
Bluetooth wireless network. 

Additional features and advantages of the invention will be made apparent from 
the following detailed description of illustrative embodiments which proceeds with 
reference to the accompanying figures. 

20 

BRIEF DESCRIPTION OF THE DRAWINGS 

While the appended claims set forth the features of the present invention with 
particularity, the invention, together with its objects and advantages, may be best 
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understood from the following detailed description taken in conjunction with the 
accompanying drawings of which: 

Figure 1 is a block diagram generally illustrating an exemplary computer system 
on which the present invention resides; 
5 Figure 2 is a block diagram generally illustrating a seven layer network model; 

and 

Figure 3 is a block diagram generally illustrating a layer model on which the 
present invention can operate. 



10 DETAILED DESCRIPTION OF THE INVENTION 

Turning to the drawings, wherein like reference numerals refer to like elements, 
the invention is illustrated as being implemented in a suitable computing environment. 
Although not required, the invention will be described in the general context of computer- 
executable instructions, such as program modules, being executed by a personal 

15 computer. Generally, program modules include routines, programs, objects, components, 
data structures, etc. that perform particular tasks or implement particular abstract data 
types. Moreover, those skilled in the art will appreciate that the invention may be 
practiced with other computer system configurations, including hand-held devices, multi- 
processor systems, microprocessor based or programmable consumer electronics, 

2 0 network PCs, minicomputers, mainframe computers, and the like. The invention may 
also be practiced in distributed computing environments where tasks are performed by 
remote processing devices that are linked through a communications network. In a 



distributed computing environment, program modules may be located in both local and 
remote memory storage devices. 

With reference to Fig. 1, an exemplary system for implementing the invention 
includes a general purpose computing device in the form of a conventional personal 
5 computer 20, including a processing unit 21, a system memory 22, and a system bus 23 
that couples various system components including the system memory to the processing 
unit 21. The system bus 23 may be any of several types of bus structures including a 
memory bus or memory controller, a peripheral bus, and a local bus using any of a variety 
of bus architectures. The system memory includes read only memory (ROM) 24 and 

10 random access memory (RAM) 25. A basic input/output system (BIOS) 26, containing 
the basic routines that help to transfer information between elements within the personal 
computer 20, such as during start-up, is stored in ROM 24. The personal computer 20 
further includes a hard disk drive 27 for reading from and writing to a hard disk 60, a 
magnetic disk drive 28 for reading from or writing to a removable magnetic disk 29, and 

15 an optical disk drive 30 for reading from or writing to a removable optical disk 3 1 such as 
a CD ROM or other optical media. 

The hard disk drive 27, magnetic disk drive 28, and optical disk drive 30 are 
connected to the system bus 23 by a hard disk drive interface 32, a magnetic disk drive 
interface 33, and an optical disk drive interface 34, respectively. The drives and their 

2 0 associated computer-readable media provide nonvolatile storage of computer readable 
instructions, data structures, program modules and other data for the personal computer 
20. Although the exemplary environment described herein employs a hard disk 60, a 
removable magnetic disk 29, and a removable optical disk 31, it will be appreciated by 



those skilled in the art that other types of computer readable media which can store data 
that is accessible by a computer, such as magnetic cassettes, flash memory cards, digital 
video disks, Bernoulli cartridges, random access memories, read only memories, and the 
like may also be used in the exemplary operating environment. 
5 A number of program modules may be stored on the hard disk 60, magnetic disk 

29, optical disk 3 1 , ROM 24 or RAM 25, including an operating system 35, one or more 
applications programs 36, other program modules 37, and program data 38. A user may 
enter commands and information into the personal computer 20 through input devices 
such as a keyboard 40 and a pointing device 42. Other input devices (not shown) may 

1 0 include a microphone, joystick, game pad, satellite dish, scanner, or the like. These and 
other input devices are often connected to the processing unit 21 through a serial port 
interface 46 that is coupled to the system bus, but may be connected by other interfaces, 
such as a parallel port, game port or a universal serial bus (USB). A monitor 47 or other 
type of display device is also connected to the system bus 23 via an interface, such as a 

15 video adapter 48. In addition to the monitor, personal computers typically include other 
peripheral output devices, not shown, such as speakers and printers. 

The personal computer 20 may operate in a networked environment using logical 
connections to one or more remote computers or devices, such as a remote computer 49 
or RF device 64. The remote computer 49 may be another personal computer, a server, a 

2 0 router, a network PC, a peer device or other common network node, and typically 

includes many or all of the elements described above relative to the personal computer 
20, although only a memory storage device 50 has been illustrated in Fig. 1. The Radio 
Frequency (RF) device 64 can be a cellular phone, digital camera, another personal 



computer, or other device which includes the capability to communicate through the RF 
spectrum. The logical connections depicted in Fig. 1 include a local area network (LAN) 
51 and a wide area network (WAN) 52, and an RF connection 63. Such networking 
environments are commonplace in offices, enterprise-wide computer networks, intranets 
5 and the Internet. 

When used in a LAN networking environment, the personal computer 20 is 
connected to the local network 51 through a network interface or adapter 53. When used 
in a WAN networking environment, the personal computer 20 typically includes a 
modem 54 or other means for establishing communications over the WAN 52. The 

1 0 modem 54, which may be internal or external, is connected to the system bus 23 via the 
serial port interface 46. When used in conjunction with an RF connection 63, the 
personal computer 20 includes an RF interface 62. In a networked environment, program 
modules depicted relative to the personal computer 20, or portions thereof, may be stored 
in the remote memory storage device. It will be appreciated that the network connections 

1 5 shown are exemplary and other means of establishing a communications link between the 
computers may be used. 

In the description that follows, the invention will be described with reference to 
acts and symbolic representations of operations that are performed by one or more 
computers, unless indicated otherwise. As such, it will be understood that such acts and 

2 0 operations, which are at times referred to as being computer-executed, include the 

manipulation by the processing unit of the computer of electrical signals representing data 
in a structured form. This manipulation transforms the data or maintains it at locations in 
the memory system of the computer, which reconfigures or otherwise alters the operation 
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of the computer in a manner well understood by those skilled in the art. The data 
structures where data is maintained are physical locations of the memory that have 
particular properties defined by the format of the data. However, while the invention is 
being described in the foregoing context, it is not meant to be limiting as those of skill in 
5 the art will appreciate that various of the acts and operations described hereinafter may 
also be implemented in hardware. 

In accordance with the invention, and turning to Figure 2, the Open Systems 
Interconnection (OSI) seven-layer model is shown. This model is an industry standard 
abstraction of computer networking. The application layer 100 directly serves the end 

1 0 user and supports the software applications with which the user interacts. The 

presentation layer 102 provides the mechanisms which interpret data being sent from the 
application layer 100 on one computer to the application layer on another. The session 
layer 104 describes the organization of the data being transferred. The transport layer 106 
acts as a final error correcting layer to ensure the data is delivered accurately, in the 

15 proper sequence, and with no loss or duplication. The network layer 1 08 defines the 
addressing and routing of the data across the network. It controls the operation of the 
local sub-network and decides which physical path the data should take, given network 
conditions, priority of service, and other factors. The data link layer 110 controls the 
transmission of blocks of data, or packets, across the network, and provides more 

2 0 fundamental error correction. The data link layer 1 10 is divided into two sublayers: the 
logical link control (LLC) sublayer and the media access control (MAC) sublayer. The 
LLC sublayer ensures error-free transmission of data frames by maintaining logical links, 
controlling frame flow, sequencing frames, acknowledging frames, and retransmitting 
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unacknowledged frames. The MAC sublayer manages access to the network, checks 
frame errors and address recognition of the received frames. Protocols which include an 
LLC sublayer need only a minimal transport layer 106. Finally, the physical layer 1 12 
carries the signals which are sent to the network connection 1 14. Generally, the physical 
5 layer 1 12 is implemented in the hardware connecting the computer 20 to the network 
connection 114. 

A Network Device Interface Specification (NDIS) 116 can reside between the 
network layer 108 and the data link layer 110. The NDIS 1 16 can provide a library of 
interfaces between the software components and the hardware components. The NDIS 
10 1 16 can define a fully abstracted environment for network interface card (NIC) driver 
development by providing routines for every external function that a NIC driver would 
need to perform. Thus, the NDIS 116 can provide interfaces for communication between 
a NIC driver and a overlying protocol driver and between a NIC driver and the underlying 
NIC hardware itself. 

15 Generally the application layer 100, presentation layer 102, session layer 104, 

transport layer 106, and the network layer 108 are implemented in software components 
operating on a computer. The data link layer 1 10 and the physical layer 1 12 are generally 
implemented by the hardware components, such as a network interface card. The NDIS 
116 library can be used by a software driver implemented in the transport layer 1 10 to 

2 0 communicate with a network interface card driver implemented at the data link layer 110. 
A transport layer driver generally implements a network protocol stack, such as the well 
known Transfer Control Protocol / Internet Protocol (TCP/IP) stack used on the Internet. 
If the transport layer software driver has a packet of data to be transmitted, it can call the 



10 

NIC driver by means of an interface from the NDIS 1 1 6 library, and pass down the packet 
to be transmitted. Similarly, the NIC driver can use an interface of the NDIS 1 16 to pass 
the packet to the NIC itself for transmission across the network. The NDIS 116 interface 
can call the operating system specific components which perform the transmission at the 
5 NIC. The NDIS 1 16 interfaces can also be used by the NIC driver to communicate with 
the transport layer software driver and pass up a received packet of data, or other 
information. 

One example of the physical layer 1 12 is the wireless Radio-Frequency (RF) 
device 64. An increasingly popular RF protocol for wireless communication between 

1 0 device 64 and computer 20 is the Bluetooth protocol, described in more detail in the 

"Specification of the Bluetooth System" Version LOB (December 1,1999) incorporated 
herein by reference in its entirety. See also the "Windows Wireless Architecture" 
presentation at Appendix B, the "Bluetooth Architecture Overview" presentation at 
Appendix C, the "Bluetooth Experience in Windows" presentation at Appendix D, and 

15 the "Bluetooth Stack in Windows" presentation at Appendix E. As described in the 
Bluetooth Specification, the Logical Link Control and Adaptation Protocol (L2CAP) 
allows higher level protocols to operate over a Bluetooth compliant RF link. The L2CAP 
layer is more particularly described in "Specification of the Bluetooth System" Version 
LOB, Part D entitled "Logical Link Control and Adaptation Protocol Specification" 

2 0 (December 1 ,1 999), attached at Appendix A, and incorporated herein by reference in its 
entirety. One such higher level messaging protocol is the Remote Network Device 
Interface Specification (Remote NDIS) from Microsoft Corporation, described in more 
detail in co-pending application, Serial No. 09/302,735, entitled "Method and System for 
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Abstracting Network Device Drivers" by Hyder et al., filed on April 30, 1999, and 
assigned to the assignee of the present application, which is incorporated herein by 
reference in its entirety. As described in the co-pending application, Remote NDIS 
provides extensibility without change to the bus specific message transport mechanisms, 
5 allowing implementation on a greater variety of such transport mechanisms implemented 
by the physical layer 112. Remote NDIS also provides a driver architecture which is 
proved for both networking and external bus device models. 

Turning now to Figure 3, a single L2CAP channel, such as L2CAP channel 160, 
can be used for Remote NDIS control communications. Such control communications 

1 0 can include control messages, the responses to those messages, and messages by which 
the device 162 can indicate a change in state. A separate L2CAP channel 150 can be 
used to exchange Remote NDIS data packets. A data message can be up to 1 500 bytes in 
length, which takes approximately 20ms when using the full Bluetooth bandwidth, and 
can greatly increase should the data message be required to share the bandwidth with 

1 5 other traffic. Therefore, a separate L2CAP channel 1 60 is provided to limit the latency in 
sending control messages. Additional L2CAP channels can be added to accommodate 
multiple networking channels that may exist on the device 162. 

As was described above with reference to Figure 2, control messages are sent 
directly to the control layer 158, shown in Figure 3, while the data can be first received 

2 0 by the Media Access Control Layer 154 and then encapsulated for transmission across the 
physical network at the physical layer 156. To facilitate the sending of responses and 
status signals, and to allow for immediate control, the control layer 158 is connected 
directly to both the Media Access Control Layer 154 and the physical layer 156. 
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Network data is passed between the host 164 and the device 162 over the L2CAP 
channel 150, This data can be encapsulated in an NDIS packet mechanism, on the model 
already used by the NDIS network stack. The maximum length of packets supported by 
L2CAP can be the maximum MTU of the media plus the maximum RNIDS header size. 
5 The device 152 can fill in the MaxTransferSize value in an NDIS function call to the 
largest L2CAP message it can send. If the host 1 64 has a smaller L2CAP maximum 
message size, it can overwrite the returned information with its own maximum message 
size. Either the host 164 or the device 162 can initiate the setup of both the control and 
data L2CAP channels. 

10 A minimal Service Discovery Protocol (SDP) record which can be sued for a 

Bluetooth Remote NDIS device can be as shown in Table 1 below. As can be seen, the 
Remote NDIS device uses the standard Service Discovery description. Personal Area 
Network (PAN) services can communicate with each other. It is possible for a Bluetooth 
device to have multiple PAN services. For example, a cellular phone can have a Wireless 

15 WAN server that gives Bluetooth devices access to the cellular data network. In such a 
case the ServiceName can be "WWAN", or an even more descriptive name. 
Alternatively, the cellular phone can have a PAN service that allows internal PAN service 
to communicate peer-to-peer between devices. In such a case, the ServiceName can be 
set to "PEER". A device should not advertise more than one PAN profile with a 

2 0 ServiceName of PEER. 



Item 


Definition 


Tvpe/Size 


Value 


Attribute 
ID 


ServiceClassIDList 








0x0001 
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ServiceClassO 




UUID/32-bit 






ProtocolDescriptorList 








0x0004 


ProtocolO 


L2CAP 


UUID/32-bit 


L2CAP 




Protocol 1 


PAN 


UUID/32-bit 


PAN 




Protocol SpecificParameterO 


Control 
Channel 


Unit8 


N=control 
channel # 




ProtocolSpecificParameterl 


Data 
Channel 


Unit8 


N=data 
channel 1 




ProtocolSpecificParameterN 


Data 
Channel 


Unit8 


N=control 
channel N 




ServiceName 


Displayable 
text name 









Table 1 



A remote NDIS Bluetooth device can initiate or accept two or more L2CAP 
channels: a control channel and one or more data channels. Messages to the device 162 
can be sent in the form of L2CAP Packet Data Unit (PDU). The device can be sent a 
5 message on the control channel 1 60 from the host 1 64, and can then send the response on 
that same control channel. One example of such a typical transaction for a Bluetooth 
RNDIS device can be as follows. The host 164 issues a Bluetooth WRITE on the control 
channel, with the contents consisting of an NdisQueryRequest type. The RNDIS_OID 
value of the NdisQueryRequest can be set to OIDJ3ENJvlEDIA_CONNECT_STATUS. 
10 Once the device 162 receives the Bluetooth data, it decodes the NdisQueryRequst, and 
does the necessary actions to determine the connection status. When the device has the 
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information requested by the host in the NdisQueryRequest, it issues a Bluetooth WRITE 
on the control channel 160, consisting of an NdisQueryResponse. In this case, the 
NdisQueryResponse can be set to OID_GEN_MEDIA_CONNECTION_STATUS. 

Bluetooth is a peer-to-peer system. Furthermore, the SDP record does not define 
5 a difference between the host and device system. It is therefore possible that the 

Bluetooth microport is capable of working against itself. A host-only RNDIS microport 
only needs to initiate certain messages and will only receive certain messages. However, 
because a microport can be a host, a device, or both, it can process all messages that can 
be received by either a host or a device. It is, therefore, necessary for the microport to 

1 0 deal with these messages. A Bluetooth microport can act as only a host microport when 
connected to a cellular phone, for example, and as a dual host/device when connected to 
another machine that is also running the microport. The microport must be designed in 
such a way that oscillations in processing messages do not occur. 

Remote NDIS defines the format for the REMOTE_NDIS_PACKET message 

15 including space to transport NDIS OOB and per packet information fields. The perpacket 
information files can be supplied by NDIS when the remote driver specifies it supports 
the functionality. The OOB information can be supported for particular media types. For 
example, for Ethernet peer-to-peer emulation fields are not required. In such a case, 44 
bytes of offsets and lengths of packet information fields are not required. Thus, for a 

20 1514 byte Ethernet MTU L2CAP can have a minimum of 1 554 byte MTU and wastes 
approximately 3% of the Bluetooth bandwidth. This could be an issue for slow links. 
This can be optimized if DataOffset is 4, assuming the rest of the RNDISJPACKET 
header is NULL. This can reduce the data overhead to 16 bytes or 1%. 
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In operation, the Bluetooth microport can be loaded when a remote Bluetooth 
which supports the PAN service is in range and can be communicated to. Loading the 
microport can cause an initialization message to be sent from the microport. When the 
remote device is a cellular phone, for example, it can respond with an initialization 
5 complete message. When the remote device is another Windows machine, as another 
example, it can also generate an initialization message. The microport can also receive 
extra messages such as REMOTE_NDIS JNITIALIZE_MSG, 
REMOTE_NDIS_QUERY_MSG, REMOTE_NDIS_SET_MSG, 
REMOTE JSfDIS_RESET_MSG, and REMOTE_NDIS__KEEPALIVE_MSG. These 

1 0 messages are described in more detail in the article entitled "Remote NDIS Over 
Bluetooth Specification", dated March 20, 2000, and attached at Appendix F. 

All of the references cited herein, including patents, patent applications, and 
publications, are hereby incorporated in their entireties by reference. 

In view of the many possible embodiments to which the principles of this 

1 5 invention may be applied, it should be recognized that the embodiment described herein 
with respect to the drawing figures is meant to be illustrative only and should not be 
taken as limiting the scope of invention. For example, those of skill in the art will 
recognize that the elements of the illustrated embodiment shown in software may be 
implemented in hardware and vice versa or that the illustrated embodiment can be 

2 0 modified in arrangement and detail without departing from the spirit of the invention. 
Therefore, the invention as described herein contemplates all such embodiments as may 
come within the scope of the following claims and equivalents thereof. 
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CLAIMS 

We claim: 

1 . For use in a computer, a method of exposing, to an application, an NDIS 
compatible set of interfaces to a remote wireless device, the method comprising the 
5 steps of; 

detecting a new connection to the remote wirelessdevice; 
instantiating a data channel and a control channel; 
passing an NDIS data packet across the data channel; and 
passing an NDIS control packet across the control channel. 
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ABSTRACT OF THE INVENTION 

The present invention provides a method and computer program product for 
providing, over a RF link conforming to the Bluetooth specification, a network message 
protocol which is bus-independent and was originally designed for bus-attached 
networking devices. One such network message protocol is the NDIS device 
management protocol. In such a manner, many computer software products designed to 
operate over a hard-wired (or bus-attached) network can also be used over a Bluetooth 
wireless network. 
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1 INTRODUCTION 



This section of the Bluetooth Specification defines the Logical Link Control and 
Adaptation Layer Protocol, referred to as L2CAR L2CAP is layered over the 
Baseband Protocol and resides in the data link layer as shown in Figure 1.1. 
L2CAP provides connection-oriented and connectionless data services to 
upper layer protocols with protocol multiplexing capability, segmentation and 
reassembly operation, and group abstractions. L2CAP permits higher level 
protocols and applications to transmit and receive L2CAP data packets up to 
64 kilobytes in length. 




The "Baseband Specification" on page 33 defines two link types: Synchronous 
Connection-Oriented (SCO) links and Asynchronous Connection-Less (ACL) 
links. SCO links support real-time voice traffic using reserved bandwidth. ACL 
links support best effort traffic. The L2CAP Specification is defined for only ACL 
links and no support for SCO links is planned. 

For ACL links, use of the AUX1 packet on the ACL link is prohibited. This 
packet type supports no data integrity checks (no CRC). Because L2CAP 
depends on integrity checks in the Baseband to protect the transmitted infor- 
mation, AUX1 packets must never be used to transport L2CAP packets. 

The format of the ACL payload header is shown below. Figure 1 .2 on page 250 
displays the payload header used for single-slot packets and Figure 1 .3 dis- 
plays the header used in multi-slot packets. The only difference is the size of 
the length field. The packet type (a field in the Baseband header) distinguishes 
single-slot packets from multi-slot packets. 
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Figure 1.2: ACL Payload Header for single-slot packets 
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Figure 1.3: ACL Payload Header for multi-slot packets 



The 2-bit logical channel (L_CH) field, defined in Table 1.1, distinguishes 
L2CAP packets from Link Manager Protocol (page 185) packets. The remain- 
ing code is reserved for future use. 
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Table 1.1: Logical channel L_CH field contents 



The FLOW bit in the ACL header is managed by the Link Controller (LC), a 
Baseband implementation entity, and is normally set to1 (flow on'). It is set to 0 
('flow off') when no further L2CAP traffic shall be sent over the ACL link. Send- 
ing an L2CAP packet with the FLOW bit set to 1 resumes the flow of incoming 
L2CAP packets. This is described in more detail in "Baseband Specification" 
on page 33. 

1.1 L2CAP FUNCTIONAL REQUIREMENTS 

The functional requirements for L2CAP include protocol multiplexing, segmen- 
tation and reassembly (SAR), and group management Figure 1.4 illustrates 
how L2CAP fits into the Bluetooth Protocol Stack. L2CAP lies above the Base- 
band Protocol (page 33) and interfaces with other communication protocols 
such as the Bluetooth Service Discovery Protocol (SDP, page 323), RFCOMM 
(page 385), and Telephony Control (TCS, page 429). Voice-quality channels 
for audio and telephony applications are usually run over Baseband SCO links. 
Packetized audio data, such as IP Telephony, may be sent using communica- 
tion protocols running over L2CAP. 
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Figure 1.4: L2CAP in Bluetooth Protocol Architecture 

Essential protocol requirements for L2CAP include simplicity and low over- 
head. Implementations of L2CAP must be applicable for devices with limited 
computational resources. L2CAP should not consume excessive power since 
that significantly sacrifices power efficiency achieved by the Bluetooth Radio. 
Memory requirements for protocol implementation should also be kept to a 
minimum. 

The protocol complexity should be acceptable to personal computers, PDAs, 
digital cellular phones, wireless headsets, joysticks and other wireless devices 
supported by Bluetooth. Furthermore, the protocol should be designed to 
achieve reasonably high bandwidth efficiency. 

• Protocol Multiplexing 

L2CAP must support protocol multiplexing because the Baseband Protocol 
does not support any 'type' field identifying the higher layer protocol being 
multiplexed above it. L2CAP must be able to distinguish between upper 
layer protocols such as the Service Discovery Protocol (page 323), 
RFCOMM (page 385), and Telephony Control (page 429). 

• Segmentation and Reassembly 

Compared to other wired physical media, the data packets defined by the 
Baseband Protocol (page 33) are limited in size. Exporting a maximum 
transmission unit (MTU) associated with the largest Baseband payload (341 
bytes for DH5 packets) limits the efficient use of bandwidth for higher layer 
protocols that are designed to use larger packets. Large L2CAP packets 
must be segmented into multiple smaller Baseband packets prior to their 
transmission over the air. Similarly, multiple received Baseband packets 
may be reassembled into a single larger L2CAP packet following a simple 
integrity check (described in Section 2.4.2 on page 256). The Segmentation 
and Reassembly (SAR) functionality is absolutely necessary to support pro- 
tocols using packets larger than those supported by the Baseband. 

• Quality of Service 

The L2CAP connection establishment process allows the exchange of infor- 
mation regarding the quality of service (QoS) expected between two Blue- 
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tooth units. Each L2CAP implementation must monitor the resources used 
by the protocol and ensure that QoS contracts are honoured. 

* Groups 

Many protocols include the concept of a group of addresses. The Baseband 
Protocol supports the concept of a piconet, a group of devices synchro- 
nously hopping together using the same clock. The L2CAP group abstrac- 
tion permits implementations to efficiently map protocol groups on to 
piconets. Without a group abstraction, higher level protocols would need to 
be exposed to the Baseband Protocol and Link Manager functionality in 
order to manage groups efficiently. 



1.2 ASSUMPTIONS 

The protocol is designed based on the following assumptions: 

1 . The ACL link between two units is set up using the Link Manager Protocol 
(page 185). The Baseband provides orderly delivery of data packets, 
although there might be individual packet corruption and duplicates. No 
more than 1 ACL link exists between any two devices. 

2. The Baseband always provides the impression of full-duplex communication 
channels. This does not imply that all L2CAP communications are bi-direc- 
tional. Multicasts and unidirectional traffic (e.g., video) do not require duplex 
channels. 

3. L2CAP provides a reliable channel using the mechanisms available at the 
Baseband layer. The Baseband always performs data integrity checks when 
requested and resends data until it has been successfully acknowledged or 
a timeout occurs. Because acknowledgements may be lost, timeouts may 
occur even after the data has been successfully sent. The Baseband proto- 
col uses a 1-bit sequence number that removes duplicates. Note that the 
use of Baseband broadcast packets is prohibited if reliability is required 
since all broadcasts start the first segment of an L2CAP packet with the 
same sequence bit 

1.3 SCOPE 

The following features are outside the scope of L2CAP's responsibilities: 

• L2CAP does not transport audio designated for SCO links. 

• L2CAP does not enforce a reliable channel or ensure data integrity, 
that is, L2CAP performs no retransmissions or checksum calculations. 

• L2CAP does not support a reliable multicast channel. See Section 4.2. 

• L2CAP does not support the concept of a global group name. 
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2 GENERAL OPERATION 



The Logical Link Control and Adaptation Protocol (L2CAP) is based around the 
concept of 'channels'. Each one of the end-points of an L2CAP channel is 
referred to by a channel identifier. 

2.1 CHANNEL IDENTIFIERS 

Channel identifiers (CIDs) are local names representing a logical channel end- 
point on the device. Identifiers from 0x0001 to 0x003F are reserved for specific 
L2CAP functions. The null identifier (0x0000) is defined as an illegal identifier 
and must never be used as a destination end-point. Implementations are free 
to manage the remaining CIDs in a manner best suited for that particular imple- 
mentation, with the provision that the same CID is not reused as a local L2CAP 
channel endpoint for multiple simultaneous L2CAP channels between a local 
device and some remote device. Table 2.1 summarizes the definition and parti- 
tioning of the CID name space. 

CID assignment is relative to a particular device and a device can assign CIDs 
independently from other devices (unless it needs to use any of the reserved 
CIDs shown in the table below). Thus, even if the same CID value has been 
assigned to (remote) channel endpoints by several remote devices connected 
to a single local device, the local device can still uniquely associate each 
remote CID with a different device. 







0x0000 
0x0002 

0x0040-0xFFFF 


Null identifier 

Connectionless reception channel 
Dynamically allocated 



Table 2.1: CID Definitions 



2.2 OPERATION BETWEEN DEVICES 

Figure 2.1 on page 254 illustrates the use of CIDs in a communication between 
corresponding peer L2CAP entities in separate devices. The connection- 
oriented data channels represent a connection between two devices, where a 
CID identifies each endpoint of the channel. The connectionless channels 
restrict data flow to a single direction. These channels are used to support a 
channel 'group 1 where the CID on the source represents one or more remote 
devices. There are also a number of CIDs reserved for special purposes. The 
signalling channel is one example of a reserved channel. This channel is used 
to create and establish connection-oriented data channels and to negotiate 
changes in the characteristics of these channels. Support for a signalling chan- 
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nel within an L2CAP entity is mandatory. Another CID is reserved for all incom- 
ing connectionless data traffic. In the example below, a CID is used to 
represent a group consisting of device #3 and #4. Traffic sent from this channel 
ID is directed to the remote channel reserved for connectionless data traffic. 




Table 2.2 describes the various channels and their source and destination 
identifiers. An 'allocated 1 channel is created to represent the local endpoint and 
should be in the range 0x0040 to OxFFFF. Section 3 on page 258 describes the 
state machine associated with each connectionless channel. Section 4.1 on 
page 272 describes the packet format associated with bi-directional channels 
and Section 4.2 on page 273 describes the packet format associated with uni- 
directional channels. 







m^^^- 'vV „„r 


Connection-oriented 
Signalling 


Dynamically allocated 
0x0001 (fixed) 


Dynamically allocated 
0x0001 (fixed) 



Table 2.2: Types of Channel Identifiers 



2.3 OPERATION BETWEEN LAYERS 

L2CAP implementations should follow the general architecture described 
below. L2CAP implementations must transfer data between higher layer proto- 
cols and the lower layer protocol. This document lists a number of services that 
should be exported by any L2CAP implementation. Each implementation must 
also support a set of signalling commands for use between L2CAP implemen- 
tations. L2CAP implementations should also be prepared to accept certain 
types of events from lower layers and generate events to upper layers. How 
these events are passed between layers is an implementation-dependent pro- 
cess. 
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Figure 2.2: L2CAP Architecture 

2.4 SEGMENTATION AND REASSEMBLY 

Segmentation and reassembly (SAR) operations are used to improve effi- 
ciency by supporting a maximum transmission unit (MTU) size larger than the 
largest Baseband packet. This reduces overhead by spreading the network 
and transport packets used by higher layer protocols over several Baseband 
packets. All L2CAP packets may be segmented for transfer over Baseband 
packets. The protocol does not perform any segmentation and reassembly 
operations but the packet format supports adaptation to smaller physical frame 
sizes. An L2CAP implementation exposes the outgoing (i.e., the remote host's 
receiving) MTU and segments higher layer packets into 'chunks' that can be 
passed to the Link Manager via the Host Controller Interface (HCI), whenever 
one exists. On the receiving side, an L2CAP implementation receives 'chunks' 
from the HCI and reassembles those chunks into L2CAP packets using infor- 
mation provided through the HCI and from the packet header. 



Higher Layer Protocol Layer 



L2CAP MTU 



L2CAP Layer 



HCI Max Buffer 
Link Manager 



Baseband Protocol Layer 



Figure 2.3: L2CAP SAR Variables 



Segmentation and Reassembly is implemented using very little overhead in 
Baseband packets. The two L_CH bits defined in the first byte of Baseband 
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payload (also called the frame header) are used to signal the start and continu- 
ation of L2CAP packets. L_CH shall be '10' for the first segment in an L2CAP 
packet and '01 1 for a continuation segment. An example use of SAR is shown 
in Figure 2.4. 



Length 



CID 



Payload 



L_CH=10 



\ o o o 



L_CH=01 



L_CH*01 



Figure 2.4: L2CAP segmentation 



2.4.1 Segmentation Procedures 

The L2CAP maximum transmission unit (MTU) will be exported using an imple- 
mentation specific service interface. It is the responsibility of the higher layer 
protocol to limit the size of packets sent to the L2CAP layer below the MTU 
limit. An L2CAP implementation will segment the packet into protocol data 
units (PDUs) to send to the lower layer. If L2CAP runs directly over the Base- 
band Protocol, an implementation may segment the packet into Baseband 
packets for transmission over the air. If L2CAP runs above the host controller 
interface (typical scenario), an implementation may send block-sized chunks to 
the host controller where they will be converted into Baseband packets. All 
L2CAP segments associated with an L2CAP packet must be passed through 
to the Baseband before any other L2CAP packet destined to the same unit 
may be sent. 



2.4.2 Reassembly Procedures 

The Baseband Protocol delivers ACL packets in sequence and protects the 
integrity of the data using a 16-bit CRC. The Baseband also supports reliable 
connections using an automatic repeat request (ARQ) mechanism. As the 
Baseband controller receives ACL packets, it either signals the L2CAP layer on 
the arrival of each Baseband packets, or accumulates a number of packets 
before the receive buffer fills up or a timer expires before signalling the L2CAP 
layer 

L2CAP implementations must use the length field in the header of L2CAP 
packets, see Section 4 on page 272, as a consistency check and discard any 
L2CAP packets that fail to match the length field. If channel reliability is not 
needed, packets with improper lengths may be silently discarded. For reliable 
channels, L2CAP implementations must indicate to the upper layer that the 
channel has become unreliable. Reliable channels are defined by having an 
infinite flush timeout value as specified in Section 6.2 on page 290. 

Figure 2.5 on page 257 illustrates the use of segmentation and reassembly 
operations to transmit a single higher layer PDU. Note that while there is a one- 
to-one mapping between a high layer PDU and an L2CAP packet, the segment 
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size used by the segmentation and reassembly routines is left to the implemen- 
tation and may differ from the sender to the receiver. 
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This section describes the L2CAP connection-oriented channel state machine. 
The section defines the states, the events causing state transitions, and the 
actions to be performed in response to events. This state machine is only perti- 
nent to bi-directional CIDs and is not representative of the signalling channel or 
the uni-directional channel. 



Client 



Server 
i 



Upper Protocol Layer 



L 2 CA_ Request 



Upper Protocol Layer 



L2CA_Confirm L2CA_ Response 

L2CAP_Request 



L2CAP Layer 



LP_ Request 



L2CAP_ Response 



L2CA_ Indication 



L2CAP Layer 



LP_Confirm 



LP_Responw 



Lower Protocol (LP) Layer 



LPJndicabon 



Lower Protocol (LP) Layer 



Figure 3. 1: L2CAP Layer Interactions 

Figure 3.1 illustrates the events and actions performed by an implementation of 
the L2CAP layer. Client and Server simply represent the initiator of the request 
and the acceptor of the request respectively. An application-level Client would 
both initiate and accept requests. The naming convention is as follows. The 
interface between two layers (vertical interface) uses the prefix of the lower 
layer offering the service to the higher layer, e.g., L2CA. The interface between 
two entities of the same layer (horizontal interface) uses the prefix of the proto- 
col (adding a P to the layer identification), e.g., L2CAP. Events coming from 
above are called Requests (Req) and the corresponding replies are called 
Confirms (Cfm), Events coming from below are called Indications (Ind) and the 
corresponding replies are called Responses (Rsp). Responses requiring fur- 
ther processing are called Pending (Pnd). The notation for Confirms and 
Responses assumes positive replies. Negative replies are denoted by a 'Neg 1 
suffix such as L2CAP_ConnectCfmNeg. 

While Requests for an action always result in a corresponding Confirmation 
(for the successful or unsuccessful satisfaction of the action), Indications do 
not always result into corresponding Responses. The latter is especially true, if 
the Indications are informative about locally triggered events, e.g., seeing the 



1 . For simplicity, the stripping of any additional HCi and USB specific information fields prior to 
the creation of the baseband packets (Air_1 , Air_2, etc.) is not shown in the figure. 
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LP^QoSViolationlndln Section 3.1.1 on page 259, or L2CA_TimeOutlnd\n 
Section 3.2.4 on page 264. 



initiator 



acceptor 
L2CA 
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L2CA_Confirm 





L2CAP_Request 
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L2CA_lndication 
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Figure 3.2: MSC of Layer Interactions 

Figure 3.2 uses a message sequence chart (MSC) to illustrate the normal 
sequence of events. The two outer vertical lines represent the L2CA interface 
on the initiator (the device issuing a request) and the acceptor (the device 
responding to the initiator's request). Request commands at the L2CA inter- 
face result in Requests defined by the protocol. When the protocol communi- 
cates the request to the acceptor, the remote L2CA entity presents the upper 
protocol with an Indication. When the acceptor's upper protocol responds, the 
response is packaged by the protocol and communicated back the to initiator. 
The result is passed back to the initiator's upper protocol using a Confirm mes- 
sage. 



3.1 EVENTS 



Events are all incoming messages to the L2CA layer along with timeouts. 
Events are partitioned into five categories: Indications and Confirms from lower 
layers, Requests and Responses from higher layers, data from peers, signal 
Requests and Responses from peers, and events caused by timer expirations. 



3.1.1 Lower-Layer Protocol (LP) to L2CAP events 

* LP_ConnectCfm 

Confirms the request (see LP^ConnectReq in Section 3.2.1) to establish a 
lower layer (Baseband) connection. This includes passing the authentication 
challenge if authentication is required to establish the physical link. 

• LP_ConnectCfmNeg 

Confirms the failure of the request (see LP_ConnectReq in Section 3.2.1) to 
establish a lower layer (Baseband) connection failed. This could be because 
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the device could not be contacted, refused the request, or the LMP authenti- 
cation challenge failed. 

• LP_Connectlnd 

Indicates the lower protocol has successfully established connection. In the 
case of the Baseband, this will be an ACL link. An L2CAP entity may use to 
information to keep track of what physical links exist. 

• LP_Di$connectlnd 

Indicates the lower protocol (Baseband) has been shut down by LMP com- 
mands or a timeout event 

• LP_QoSCfm 

Confirms the request (see LP^QoSReq in Section 3.2.1) for a given quality 
of service. 

• LP_QoSCfmNeg 

Confirms the failure of the request (see LP_QoSReq in Section 3.2.1) for a 
given quality of service. 

• LP_QoSViolationlnd 

Indicates the lower protocol has detected a violation of the QoS agreement 
specified in the previous LP^QoSReq (see Section 3.2.1). 

3.1.2 L2CAP to L2CAP Signalling events 

L2CAP to L2CAP signalling events are generated by each L2CAP entity follow- 
ing the exchange of the corresponding L2CAP signalling PDUs, see Section 5. 
L2CAP signalling PDUs, like any other L2CAP PDUs, are received from a 
lower layer via a lower protocol indication event. For simplicity of the presenta- 
tion, we avoid a detailed description of this process, and we assume that sig- 
nalling events are exchanged directly between the L2CAP peer entities as 
shown in Figure 3.1 on page 258. 

• L2CAP_ConnectReq 

A Connection Request packet has been received. 

• L2CAP_ConnectRsp 

A Connection Response packet has been received with a positive result 
indicating that the connection has been established. 

• L2CAP_ConnectRspPnd 

A Connection Response packet has been received indicating the remote 
endpoint has received the request and is processing it. 

• L2CAP_ConnectRspNeg 

A Connection Response packet has been received, indicating that the con- 
nection could not be established. 

• L2CAP_ConfigReq 
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A Configuration Request packet has been received indicating the remote 
endpoint wishes to engage in negotiations concerning channel parameters. 



• L2CAP_ConfigRsp 

A Configuration Response packet has been received indicating the remote 
endpoint agrees with all the parameters being negotiated. 

• L2CAP_ConfigRspNeg 

A Configuration Response packet has been received indicating the remote 
endpoint does not agree to the parameters received in the response packet. 

• L2CAP_DisconnectReq 

A Disconnection Request packet has been received and the channel must 
initiate the disconnection process. Following the completion of an L2CAP 
channel disconnection process, an L2CAP entity should return the corre- 
sponding local CID to the pool of 'unassigned' CIDs. 

• L2CAP_DisconnectRsp 

A Disconnection Response packet has been received. Following the receipt 
of this signal, the receiving L2CAP entity may return the corresponding local 
CID to the pool of unassigned CIDs. There is no corresponding negative 
response because the Disconnect Request must succeed. 

3.1.3 L2CAP to L2CAP Data events 

• L2CAP_Data 

A Data packet has been received. 



3.1.4 Upper-Layer to L2CAP events 

• L2CA_ConnectReq 

Request from upper layer for the creation of a channel to a remote device. 

• L2CA_ConnectRsp 

Response from upper layer to the indication of a connection request from a 
remote device (see L2CA_Connectlnd in Section 3.2.4). 

• L2CA„ConnectR$pNeg 

Negative response (rejection) from upper layer to the indication of a connec- 
tion request from a remote device (see L2CA_Connectlnd in Section 3.2.4). 

• L2CA_ConfigReq 

Request from upper layer to (re)configure the channel. 

• L2CA_ConfigRsp 

Response from upper layer to the indication of a (re) configuration request 
(see L2CA_Configlnd\x\ Section 3.2.4). 

• L2CA„ConfigRspNeg 
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A negative response from upper layer to the indication of a (re) configuration 
request (see L2CA__Configlnd\n Section 3.2.4). 

* L2CA_DisconnectReq 

Request from upper layer for the immediate disconnection of a channel. 

• L2CA_ DisconnectRsp 

Response from upper layer to the indication of a disconnection request (see 
L2CA_Disconnectlnd \n Section 3.2.4). There is no corresponding negative 
response, the disconnect indication must always be accepted. 

• L2CA_DataRead 

Request from upper layer for the transfer of received data from L2CAP entity 
to upper layer 

* L2CA_DataWrite 

Request from upper layer for the transfer of data from the upper layer to 
L2CAP entity for transmission over an open channel. 



3.1.5 Timer events 
• RTX 

The Response Timeout eXpired (RTX) timer is used to terminate the chan- 
nel when the remote endpoint is unresponsive to signalling requests. This 
timer is started when a signalling request (see Section 5 on page 275) is 
sent to the remote device. This timer is disabled when the response is 
received. If the initial timer expires, a duplicate Request message may be 
sent or the channel identified in the request may be disconnected. If a dupli- 
cate Request message is sent, the RTX timeout value must be reset to a 
new value at least double the previous value. 

Implementations have the responsibility to decide on the maximum number 
of Request retransmissions performed at the L2CAP level before discon- 
necting the channel. The decision should be based on the flush timeout of 
the signalling link. The longer the flush timeout, the more retransmissions 
may be performed at the physical layer and the reliability of the channel 
improves, requiring fewer retransmissions at the L2CAP level. For example, 
if the flush timeout is infinite, no retransmissions should be performed at the 
L2CAP level. 

The value of this timer is implementation-dependent but the minimum initial 
value is 1 second and the maximum initial value is 60 seconds. One RTX 
timer MUST exist for each outstanding signalling request, including each 
Echo Request. The timer disappears on the final expiration, when the 
response is received, or the physical link is lost. The maximum elapsed time 
between the initial start of this timer and the initiation of channel disconnec- 
tion (if no response is received) is 60 seconds. 

• ERTX 

The Extended Response Timeout eXpired (ERTX) timer is used in place of 
the RTX timer when it is suspected the remote endpoint is performing addi- 
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tional processing of a request signal. This timer is started when the remote 
endpoint responds that a request is pending, e.g., when an 
L2CAP_ConnectRspPnd event is received. This timer is disabled when the 
formal response is received or the physical link is lost. If the initial timer 
expires, a duplicate Request may be sent or the channel may be discon- 
nected. If a duplicate Request is sent, the particular ERTX timer disappears, 
replaced by a new RTX timer and the whole timing procedure restarts as 
described previously for the RTX timer. 

The value of this timer is implementation-dependent but the minimum initial 
value is 60 seconds and the maximum initial value is 300 seconds. Similar to 
RTX, there MUST be at least one ERTX timer for each outstanding request 
that received a Pending response. There should be at most one (RTX or 
ERTX) associated with each outstanding request. The maximum elapsed 
time between the initial start of this timer and the initiation of channel discon- 
nection (if no response is received) is 300 seconds. 

3.2 ACTIONS 

Actions are partitioned into five categories: Confirms and Indications to higher 
layers, Request and Responses to lower layers, Requests and Responses to 
peers, data transmission to peers, and setting timers. 

3.2.1 L2CAP to Lower Layer actions 

• LP_ConnectReq 

L2CAP requests the lower protocol to create a connection. If a physical link 
to the remote device does not exist, this message must be sent to the lower 
protocol to establish the physical connection. Since no more than a single 
ACL link between two devices is assumed, see Section 1.2 on page 252, 
additional L2CAP channels between these two devices must share the 
same baseband ACL link. 

Following the processing of the request, the lower layer returns with an 
LP_ConnectCfm or an LP^ConnectCfmNeg to indicate whether the request 
has been satisfied or not, respectively. 

• LP^QoSReq 

L2CAP requests the lower protocol to accommodate a particular QoS 
parameter set. Following the processing of the request, the lower layer 
returns with an LP_QoSCfm or an LP_QoSCfmNeg to indicate whether the 
request has been satisfied or not, respectively 

• LP_ConnectRsp 

A positive response accepting the previous connection indication request 
(see LP^Connectlnd in Section 3.1 .1 ). 

• LP_ConnectRspNeg 

A negative response denying the previous connection indication request 
(see LP_Connectlnd in Section 3.1 .1 ). 
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3.2.2 L2CAP to L2CAP Signalling actions 

This section contains the same names identified in Section 3.1 .2 except the 
actions refer to the transmission, rather than reception, of these messages. 

3.2.3 L2CAP to L2CAP Data actions 

This section is the counterpart of Section 3.1.3. Data transmission is the action 
performed here. 

3.2.4 L2CAP to Upper Layer actions 

• L2CA_Connectlnd 

Indicates a Connection Request has been received from a remote device 
(see L2CA_ConnectReq in Section 3.1.4). 

• L2CA_ConnectCfm 

Confirms that a Connection Request has been accepted (see 
(L2CAP_ConnectReq in Section 3.1 .4) following the receipt of a Connection 
message from the remote device. 

• L2CA_ConnectCfmNeg 

Negative confirmation (failure) of a Connection Request (see 
L2CA_ConnectReq in Section 3.1 .4). An RTX timer expiration (see 
Section 3.1 .5 and L2CA_TimeOutlnd below) for an outstanding Connect 
Request can substitute for a negative Connect Response and result in this 
action. 

• L2CA_ConnectPnd 

Confirms that a Connection Response (pending) has been received from the 
remote device. 

• L2CA_Configlnd 

Indicates a Configuration Request has been received from a remote device. 

• L2CA_ConfigCfm 

Confirms that a Configuration Request has been accepted (see 
L2CA_ConfigReq in Section 3.1 .4) following the receipt of a Configuration 
Response from the remote device. 

• L2CA_ConfigCfmNeg 

Negative confirmation (failure) of a Configuration Request (see 
L2CA_ConfigReq in Section 3.1 .4). An RTX timer expiration (see 
Section 3.1.5 and L2CA_TimeOutlnd below) for an outstanding Connect 
Request can substitute for a negative Connect Response and result in this 
action. 
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• L2CA_ Disconnectlnd 

Indicates a Disconnection Request has been received from a remote device 
or the remote device has been disconnected because it has failed to 
respond to a signalling request See Section 3.15 

• L2CA__DisconnectCfm 

Confirms that a Disconnect Request has been processed by the remote 
device (see L2CA_DisconnectReq in Section 3.1 .4) following the receipt of a 
Disconnection Response from the remote device. An RTX timer expiration 
(see Section 3.1 .5 and L2CA_TimeOutlnd below) for an outstanding Discon- 
nect Request can substitute for a Disconnect Response and result in this 
action. Upon receiving this event the upper layer knows the L2CAP channel 
has been terminated. There is no corresponding negative confirm. 

• L2CA„TimeOutlnd 

Indicates that a RTX or ERTX timer has expired. This indication will occur an 
implementation-dependant number of times before the L2CAP implementa- 
tion will give up and send a L2CA_DisconnectInd. 

• L2CA_QoSViolationlnd 

Indicates that the quality of service agreement has been violated. 

3.3 CHANNEL OPERATIONAL STATES 

• CLOSED 

In this state, there is no channel associated with this CID. This is the only 
state when a link level connection (Baseband; may not exist. Link discon- 
nection forces all other states into the CLOSED state. 

• W4_L2CAP_CONNECT_RSP 

In this state, the CID represents a local end-point and an 
L2CAP_ConnectReq message has been sent referencing this endpoint and 
it is now waiting for the corresponding L2CAP_ConnectRsp message. 

• W4_L2CA_CONNECT_RSP 

In this state, the remote end-point exists and an L2CAP_ConnectReq has 
been received by the local L2CAP entity. An L2CA_Connectlnd has been 
sent to the upper layer and the part of the local L2CAP entity processing the 
received L2CAP„ConnectReq waits for the corresponding response. The 
response may require a security check to be performed. 

• CONFIG 

In this state, the connection has been established but both sides are still 
negotiating the channel parameters. The Configuration state may also be 
entered when the channel parameters are being renegotiated. Prior to enter- 
ing the CONFIG state, all outgoing data traffic should be suspended since 
the traffic parameters of the data traffic are to be renegotiated. Incoming 
data traffic must be accepted until the remote channel endpoint has entered 
the CONFIG state. 
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In the CONFIG state, both sides must issue L2CAP_ConfigReq messages - 
if only defaults are being used, a null message should be sent, see Section 
5.4 on page 280. If a large amount of parameters need to be negotiated, 
multiple messages may be sent to avoid any MTU limitations and negotiate 
incrementally - see Section 6 on page 289 for more details. 

Moving from the CONFIG state to the OPEN state requires both sides to be 
ready. An L2CAP entity is ready when it has received a positive response to 
its final request and it has positively responded to the final request from the 
remote device. 

• OPEN 

In this state, the connection has been established and configured, and data 
flow may proceed. 

• W4_L2CAP_DISCONNECT_RSP 

In this state, the connection is shutting down and an L2CAP_DisconnectReq 
message has been sent. This state is now waiting for the corresponding 
response. 

• W4_L2CA„DISCONNECT_RSP 

In this state, the connection on the remote endpoint is shutting down and an 
L2CAP_DisconnectReq message has been received. An 
L2CA_Disconnectlnd has been sent to the upper layer to notify the owner of 
the CID that the remote endpoint is being closed. This state is now waiting 
for the corresponding response from the upper layer before responding to 
the remote endpoint. 



3.4 MAPPING EVENTS TO ACTIONS 

Table 3,1 defines the actions taken in response to events that occur in a partic- 
ular state. Events that are not listed in the table, nor have actions marked N/C 
(for no change), are assumed to be errors and silently discarded. 

Data input and output events are only defined for the Open and Configuration 
states. Data may not be received during the initial Configuration state, but may 
be received when the Configuration state is re-entered due to a reconfiguration 
process. Data received during any other state should be silently discarded. 
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Event 



Current State 



Action 



New State 



LP_ConnectCfm 

LP_Connectlnd 
IJ>_Disconn^trn(t: V" 

LP_Disconnectlnd 



LP CtoSWdatlOfiiiifc 



LP.QoSViolationlnd 



CLOSED 



CLOSED 
CLOSED 



Any except 
CLOSED 



OPEN 



L2CAPJ 




c^amTcaBy alto-*. 

W4_L2CAP_CON 
NECT RSP 



Flag physical link as up and 
initiate the L2CAP connec- 
tion. 

Ffaf pS^fcarf nkie down 




Flag link as up. 

Send upper layer 
L2CA_Disconnectl nd 
message. 



Send upper layer 
L2CA_QoSViolationlnd 
message. If service level is 
guaranteed, terminate the 
channel. 



CLOSED 



db$E& 



CLOSED 
CLOSED 

CLOSED 




L2CAP_ConnectRsp 



Send upper layer 
L2CA_ConnectCfm mes- 
sage. Disable RTX timer. 



Pnd 



L2CAP_ConnectRsp 
Neg 




W4_L2CAP_CON 
NECT RSP 



^ CLOSED > ~^ 





bleRTXtimeis 

Send upper layer 

L2CA_ConnectCfmNeg 

message. 

Return CID to free pool. 
Disable RTX/ERTX timers. 



OPEN or 
W4_L2CA_ 
DISCONNECT 
RSP 



CONFIG 



Send upper layer 
L2CA_Configlnd message. 



CLOSED 



N/C 



Table 3.1: L2CAP Channel State Machine 
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L2CA_ConfigCfm message. 
Disable RTX timer. 
If an L2CAP_ConfigReq 
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OPEN state, otherwise 
remain in CONFIG state. 

Send uw^$^&t^S:^ 
Send peer 

L2CAP_DisconnectRsp 
message. 



N/C or OPEN 



W4_L2CAP__ 

DISCONNECT. 

RSP 




N/C 



DISCGf««CrP< 



Send upper layer 
L2CA_DisconnectCfm mes- 
sage. Disable RTX timer. 



CLOSED 
(CID dynamically 
allocated from 
free pool) 




L2CA_ConnectRsp 
Neg 

laCA^ConftgRecp 
L2CA_ConfigReq 



W4_L2CA_CONN 
ECT_RSP 




Send peer 

LP2CAP_ConnectReq 
message. Start RTX timer. 



Send peer 

L2CAP_ConnectRspNeg 
message. 

Return CID to free pool. 
Semf tipper feyer VtGRt* 



CONFIG 



Send peer 
L2CAP_ConfigReq 
message. Start RTX timer. 



CLOSED 



W4L2CAP, 

CONNECT.RS 

P 



CLOSED 
N/C 



Tad/e 3. f : L2CAP Channel State Machine 
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Current Stat* 



Action 



Hew State 



'3 ^L^iW 

I^CAJSon^Req'- ^ 



L2CA_ConfigRsp 



CONFIG 



Suspend data transmission 
^ Srli^veKlint^t Send 
piellii^iConfigReq 
mes^g^ StertRTX timer. 

Send peer 
L2CAP_ConfigRsp 
message. If all outstanding 
L2CAP_ConfigReq mes- 
sages have received posi- 
tive responses then move in 
OPEN state. Otherwise, 
remain in CONFIG state. 



CONFIG 



N/C or OPEN 



L2CA_Disconnect 
Req 

L2CA_DataRead 



Timer. RTX 



OPEN or CONFIG 



OPEN 





Send peer 

L2CAP_DisconnectReq 
message. Start RTX timer. 

If payload complete, trans- 
fer payload to InBuffer. 




Any 



Send upper layer 
L2CA_TimeOutlnd 
message. If final expiration, 
return CID to free pool else 
re-send Request. 



W4_L2CAP_ 

DISCONNECT 

„RSP 

CLOSED^ ; ' 



OPEN 
CLOSED 



CLOSED 



TaWe 3. 1: L2CAP Channel State Machine 



Figure 3.3 illustrates a simplified state machine and typical transition path 
taken by an initiator and acceptor. The state machine shows what events 
cause state transitions and what actions are also taken while the transitions 
occur. Not all the events listed in Table 3.1 are included in the simplified State 
Machine to avoid cluttering the figure. 
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CLOSED 




Acton. L2CA_Conn«ctlnd * " ^* 


Evwt L2CA_ConnflctReq 
Acton L2CAP3corn«ctR«q 


W4_L2CA_CONNECT_RSP ( J 


[ \ W4_UCAP_C0NNHCT_RSP 


Evflrt. L2O.C0nn«ctR»p "-^ CONFIG 
Acton. I^CAP.ComwctRip LUNMU 


Evtnt L2CAP_ConnectRip 
^ Acton. L2CAP_ConfigR*i 


E«nt L2CAP_ConfigR«q ^ *f \ 
Action L2CAP_ConfigRwnMS t I j 


>V Evw*. UCAP ConToRspNm 
J Acton L2CAP_ConfigRsq 


Ev«* l2CA_ConfigR«B, ; \ 
Acton L2CAP ConfnRip \ 1 


Ewit. L2CAP ConfigRsp 
Acton: L2CA_ConfigCfm 






Event I^CAPJ>»oonfttetRaq ^-"X^y^v. 
Acton L2CAJ»*win«ei)nd OPEN 


Evant L2CA_OK»nnwtRaq 
■n. Acton L3CAP_DiiconntoiR«q 


W4_L2CA_WSCON_RSP ( \ 


( ) W4_LKAPJWSCW_RSP 


Evant L2CA_OaconnectR«p ^ 
Acton L2CAP._Ot*eonneetRip ^ 


Acton L5CAJ3»eenntetClm 


"** CLOSED 

Normal Acceptor Path 


Normal Intiator Path 



Figure 3.3: State Machine Example 



Figure 3.4 presents another illustration of the events and actions based around 
the messages sequences being communicated between two devices. In this 
example, the initiator is creating the first L2CAP channel between two devices. 
Both sides start in the CLOSED state. After receiving the request from the 
upper layer, the entity requests the lower layer to establish a physical link. If no 
physical link exists, LMP commands are used to create the physical link 
between the devices. Once the physical link is established, L2CAP signals may 
be sent over it. 

Figure 3.4 is an example and not all setup sequences will be identical to the 
one illustrated below. 
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[CLOSED] 



L2CA_ConnectRsq 



[W4_L2CAP_Corn«tR8pl 



L2CA_Conn«tCfm _ 
L2CA_ConfifiReq 



L2CA_ConfigCfm 

L2CA^Configlod 
L2CA_ConfigRsp 



L2CA_Dtsconn«ctRaq 



[W4_L2CAP_D»connectRap] 



L2CA_Dscom«ctCfm 




L2CA_Connectlnd 
(W4_L2CA^ConnectRspl 

L2CA_Conn«ctRsp 

L2CA_Configlnd 
L2CA_CocfigRsp 
L2CA_CorifigReq 

L2CA_ConflgCfm 



L2CA_Dt$cornectInd 

[W4_L2CA_Di*connectRsp] 

L2CA_D»conn*ctRsp 



[CLOSED] 



Figure 3 A: Message Sequence Chart of Basic Operation 
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4 D ATA PACKET FORMAT 

L2CAP is packet-based but follows a communication model based on chan- 
nels. A channel represents a data flow between L2CAP entities in remote 
devices. Channels may be connection-oriented or connectionless. 
All packet fields use Little Endian byte order. 

4.1 CONNECTION-ORIENTED CHANNEL 

Figure 4.1 illustrates the format of the L2CAP packet (also referred to as the 
L2CAP PDU) within a connection-oriented channel. 



L2CAP Header 



y — — ^ 



Length 



Channel ID 



Information (paytoad) 



LSB 



16 16 MSB 



Figure 4. 1: L2CAP Packet (field sizes in bits) 

The fields shown are: 

• Length: 2 octets (16 bits) 

Length indicates the size of information payload in bytes, excluding the length 
of the L2CAP header. The length of an information payload can be up to 65535 
bytes. The Length field serves as a simple integrity check of the reassembled 
L2CAP packet on the receiving end. 

• Channel ID: 2 octets 

The channel ID identifies the destination channel endpoint of the packet The 
scope of the channel ID is relative to the device the packet is being sent to. 

• Information: 0 to 65535 octets 

This contains the payload received from the upper layer protocol (outgoing 
packet), or delivered to the upper layer protocol (incoming packet). The min- 
imum supported MTU for connection-oriented packets (MTU cno ) is negoti- 
ated during channel configuration (see Section 6.1 on page 289). The 
minimum supported MTU for the signalling packet (MTU sig ) is 48 bytes (see 
Section 5 on page 275). 
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4.2 CONNECTIONLESS DATA CHANNEL 

In addition to connection-oriented channels, L2CAP also exports the concept of 
a group-oriented channel. Data sent to the 'group* channel is sent to all mem- 
bers of the group in a best-effort manner. Groups have no quality of service 
associated with them. Group channels are unreliable; L2CAP makes no guar- 
antee that data sent to the group successfully reaches all members of the 
group. If reliable group transmission is required, it must be implemented at a 
higher layer. 

Transmissions to a group must be non-exclusively sent to all members of that 
group. The local device cannot be a member of the group, and higher layer 
protocols are expected to loopback any data traffic being sent to the local 
device. Non-exclusive implies non-group members may receive group trans- 
missions and higher level (or link level) encryption can be used to support pri- 
vate communication. 



LSB 


byteO 


bytel 


byte2 byte3 


MSB 




Length 




1 Channel ID (0x0002) 






PSM 




! Information (paytoad) 






information (cont.) 















Figure 4.2: Connectionless Packet 



The fields shown are: 

• Length: 2 octets 

Length indicates the size of information payload plus the PSM field in bytes, 
excluding the length of the L2CAP header. 

• Channel ID: 2 octets 

Channel ID (0x0002) reserved for connectionless traffic. 

• Protocol/Service Multiplexer (PSM): 2 octets (minimum) 

The PSM field is based on the ISO 3309 extension mechanism for address 
fields. All content of the PSM field, referred to as the PSM value, must be 
ODD, that is, the least significant bit of the least significant octet must be '1 
Also, all PSM values must be assigned such that the least significant bit of 
the most significant octet equals '0'. This allows the PSM field to be 
extended beyond 16 bits. The PSM value definitions are specific to L2CAP 
and assigned by the Bluetooth SIG. For more information on the PSM field 
see Section 5.2 on page 278. 
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• Information: 0 to 65533 octets 

The payload information to be distributed to all members of the group. 
Implementations must support a minimum connectionless MTU (MTU^) of 
670 octets, unless explicitly agreed upon otherwise, e.g., for single opera- 
tion devices that are built to comply to a specific Bluetooth profile that dic- 
tates the use of a specific MTU for connectionless traffic that is less than 

MTUcni- 

The L2CAP group service interface provides basic group management mecha- 
nisms including creating a group, adding members to a group, and removing 
members from a group. There are no pre-defined groups such as 'all radios in 
range'. 
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This section describes the signalling commands passed between two L2CAP 
entities on remote devices. All signalling commands are sent to CID 0x0001. 
The L2CAP implementation must be able to determine the Bluetooth address 
(BD_ADDR) of the device that sent the commands. Figure 5.1 illustrates the 
general format of all L2CAP packets containing signalling commands. Multiple 
commands may be sent in a single (L2CAP) packet and packets are sent to 
CID 0x0001. MTU Commands take the form of Requests and Responses. All 
L2CAP implementations must support the reception of signalling packets 
whose MTU (MTU sig ) does not exceed 48 bytes. L2CAP implementations 
should not use signalling packets beyond this size without first testing whether 
the implementation can support larger signalling packets. 



LSB 


byteO byte 1 byte2 byte3 


MSB 


Length 1 0x0001 




Command #1 






Command #2 







Figure 5. 1: Signalling Command Packet Format 

Figure 5.2 displays the general format of all signalling commands. 



LSB 


byteO 


bytel 


byte2 byte3 


MSB 




Code 


Identifier 


Length 






data 















Figure 5.2: Command format 



The fields shown are: 
• Code: 1 octet 

The Code field is one octet long and identifies the type of command. When a 
packet is received with an unknown Code field, a Command Reject packet 
(defined in Section 5.1 on page 277) is sent in response. 
Up-to-date values of assigned Codes are specified in the latest Bluetooth 
'Assigned Numbers* document (page 1009). Table 5.1 on page 276 lists the 
codes defined by this document. All codes are specified with the most signif- 
icant bit in the left-most position. 
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Cod* 




0x01 



0x00 



0x02 



RESERVED 
Command reJeS L - v 
Connection request 



QxQ& 




0x04 



Configure request 



OxOf 




0x06 



Disconnection request 




0x08 



Echo request 



0x09 ^ 





Information request 




Table 5. 1: Signalling Command Codes 

• Identifier: 1 octet 

The Identifier field is one octet long and helps matching a request with the 
reply. The requesting device sets this field and the responding device uses 
the same value in its response. A different Identifier must be used for each 
original command. Identifiers should not be recycled until a period of 360 
seconds has elapsed from the initial transmission of the command using the 
identifier. On the expiration of a RTX or ERTX timer, the same identifier 
should be used if a duplicate Request is re-sent as stated in Section 3.1 .5 
on page 262. A device receiving a duplicate request should reply with a 
duplicate response. A command response with an invalid identifier is silently 
discarded. Signalling identifier 0x0000 is defined to be an illegal identifier 
and shall never be used in any command. 

• Length: 2 octets 

The Length field is two octets long and indicates the size in octets of the 
data field of the command only, i.e., it does not cover the Code, Identifier, 
and Length fields. 

• Data: 0 or more octets 

The Data field is variable in length and discovered using the Length field. 
The Code field determines the format of the Data field. 
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A Command Reject packet is sent in response to a command packet with an 
unknown command code or when sending the corresponding Response is 
inappropriate. Figure 5.3 displays the format of the packet. The Identifier 
should match the Identifier of the packet containing the unidentified code field. 
Implementations must always send these packets in response to unidentified 
signalling packets. 

When multiple commands are included in an L2CAP packet and the packet 
exceeds the MTU of the receiver, a single Command Reject packet is sent in 
response. The identifier should match the first Request command in the 
L2CAP packet. If only Responses are recognized, the packet shall be silently 
discarded. 



LSB 


byteO 


bytel 


byte2 byte3 


MSB 




Cod e=0x01 


identifier 


Length 






Reason 


Data (optionai) 





Figure 5,3; Command Reject Packet 

• Length = 0x0002 or more octets 

• Reason: 2 octets 

The Reason field describes why the Request packet was rejected. 



Reason value 




0x0000 

0x0001 :;?:>?^ 

0x0002 


Command not understood 
Invalid CID in request 



Table 5.2: Reason Code Descriptions 



• Data: 0 or more octets 

The length and content of the Data field depends on the Reason code. If the 
Reason code is 0x0000, "Command not understood", no Data field is used. 
If the Reason code is 0x0001, "Signalling MTU Exceeded", the 2-octet Data 
field represents the maximum signalling MTU the sender of this packet can 
accept. 

If a command refers to an invalid channel then the Reason code 0x0002 will 
be returned. Typically a channel is invalid because it does not exist. A 4- 
octet data field on the command reject will contain the local (first) and 
remote (second) channel endpoints (relative to the sender of the Command 
Reject) of the disputed channel. The latter endpoints are obtained from the 
corresponding rejected command. If the rejected command contains only 
one of the channel endpoints, the other one is replaced by the null CID 
0x0000. 
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Reason iraftwf ^ % 


Data Length 


Data value 


0x0000 


0 octets 


N/A 


oxoooi 


2 octets 


ActMMTO ; 


0x0002 


4 octets 


Requested CID 



Table 5.3: Reason Data values 



5.2 CONNECTION REQUEST (CODE 0x02) 

Connection request packets are sent to create a channel between two devices. 
The channel connection must be established before configuration may begin. 
Figure 5.4 illustrates a Connection Request packet. 



LSB 


byteO bytel 


byte2 byte3 


MSB 




Code=0x02 ! Identifier ! 


Length 






PSM 


Source CID 













Figure 5.4: Connection Request Packet 



Length = 0x0004 or more octets 

Protocol/Service Multiplexor (PSM): 2 octets (minimum) 

The PSM field is two octets (minimum) in length. The structure of the PSM 
field is based on the ISO 3309 extension mechanism for address fields. All 
PSM values must be ODD, that is, the least significant bit of the least signifi- 
cant octet must be T. Also, all PSM values must be assigned such that the 
least significant bit of the most significant octet equals , 0'. This allows the 
PSM field to be extended beyond 16 bits. PSM values are separated into 
two ranges. Values in the first range are assigned by the Bluetooth SIG and 
indicate protocols. The second range of values are dynamically allocated 
and used in conjunction with the Service Discovery Protocol (SDP). The 
dynamically assigned values may be used to support multiple implementa- 
tions of a particular protocol, e.g., RFCOMM, residing on top of L2CAP or for 
prototyping an experimental protocol. 



PSMval 




0x0001 
0x0005 
[0x1001-0xFFFF] 



Service Discovery Protocol 
Telephony Control Protocol 



DYNAMICALLY ASSIGNED 



Table 5.4: Defined PSM Values 
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• Source CID (SCID): 2 octets 

The source local CID is two octets in length and represents a channel end- 
point on the device sending the request. Once the channel has been config- 
ured, data packets flowing from the sender of the request must be send to 
this CID. In this section, the Source CID represents the channel endpoint on 
the device sending the request and receiving the response, while the Desti- 
nation CID represents the channel endpoint on the device receiving the 
request and sending the response. 



5.3 CONNECTION RESPONSE (CODE 0x03) 

When a unit receives a Connection Request packet, it must send a Connection 
Response packet. The format of the connection response packet is shown in 
Figure 5.5. 
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byteO bytel 


byte2 byte3 


MSB 




Code=0x03 i Identifier 


Length 






Destination CtO ! 


Source CID 






Resutt ! 

i 


Status 













Figure 5.5: Connection Response Packet 



• Length = 0x0008 octets 

• Destination Channel Identifier (DCID): 2 octets 

The field contains the channel end-point on the device sending this 
Response packet. 

• Source Channel Identifier (SCID): 2 octets 

The field contains the channel end-point on the device receiving this 
Response packet. 
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• Result: 2 octets 

The result field indicates the outcome of the connection request The result 
value of 0x0000 indicates success while a non-zero value indicates the con- 
nection request failed. A logical channel is established on the receipt of a 
successful result. Table 5.5 defines values for this field. If the result field is 
not zero, the DCID and SCID fields should be ignored. 



Value 




0x0000 


Connection successful. 


0x0001 




0x0002 


Connection refused - PSM not supported. 


0x0003;, 




0x0004 
Other 


Connection refused - no resources available. 



Table 5,5: Result values 



• Status: 2 octets 

Only defined for Result = Pending. Indicates the status of the connection. 



Valu* 




0x0000 


No further information available 


0x000* 




0x0002 


Authorization pending 


Other 


? Rew1vW- E ^^^ ¥i ff|^ii : ; ;f 



Table 5.6: Status values 



5.4 CONFIGURATION REQUEST (CODE 0x04) 

Configuration Request packets are sent to establish an initial logical link trans- 
mission contract between two L2CAP entities and also to re-negotiate this con- 
tract whenever appropriate. During a re-negotiation session, all data traffic on 
the channel should be suspended pending the outcome of the negotiation. 
Each configuration parameter in a Configuration Request is related exclusively 
either with the outgoing or the incoming data traffic but not both of them. In 
Section 6 on page 289, the various configuration parameters and their relation 
to the outgoing or incoming data traffic are presented. If an L2CAP entity 
receives a Configuration Request while it is waiting for a response it must not 
block sending the Configuration Response, otherwise the configuration pro- 
cess may deadlock. 

If no parameters need to be negotiated, no options need to be inserted and the 
C-bit should be cleared. L2CAP entities in remote devices MUST negotiate all 
parameters defined in this document whenever the default values are not 
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acceptable. Any missing configuration parameters are assumed to have their 
most recently (mutually) explicitly or implicitly accepted values. Event if all 
default values are acceptable, a Configuration Request packet with no options 
MUST be sent. Implicitly accepted values are any default values for the config- 
uration parameters specified in this document that have not been explicitly 
negotiated for the specific channel under configuration. 

Each configuration parameter is one-directional and relative to the direction 
implied by the sender of a Configuration Request. If a device needs to estab- 
lish the value of a configuration parameter in the opposite direction than the 
one implied by a Configuration Request, a new Configuration Request with the 
desired value of the configuration parameter in it needs to be sent in the direc- 
tion opposite the one used for the original Connection Request. 

The decision on the amount of time (or messages) spent arbitrating the chan- 
nel parameters before terminating the negotiation is left to the implementation 
but it shall not last more than 120 seconds. 

Figure 5.6 defines the format of the Configuration Request packet. 
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Code=0x04 j Identifier 


Length 


Destination CID 


Flags 


Options 



Figure 5.6: Configuration Request Packet 

• Length = 0x0004 or more octets 

• Destination CID (DCID): 2 octets 

The field contains the channel end-point on the device receiving this 
Request packet. 

• Flags: 2 octets 

Figure 5.7 display the two-octet Flags field. Note the most significant bit is 
shown on the left. 




Figure 5.7: Configuration Request Flags field format 

C - more configuration requests will follow when set to 1 . This flag indicates 
that the remote device should not enter OPEN state after agreeing to these 
parameters because more parameter negotiations are being sent Segment- 
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ing the Configuration Request packet is necessary if the parameters exceed 
the MTU sig . 

Other flags are reserved and should be cleared. L2CAP implementations 
should ignore these bits. 

• Configuration Options 

The list of the parameters and their values to be negotiated. These are 
defined in Section 6 on page 289. Configuration Requests may contain no 
options (referred to as an empty or null configuration request) and can be 
used to request a response. For an empty configuration request the length 
field is set to 0x0004, 
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5.5 CONFIGURE RESPONSE (CODE 0X05) 

Configure Response packets MUST be sent in reply to Configuration Request 
packets. Each configuration parameter value (if any is present) in a Configura- 
tion Response reflects an 'adjustment' to a configuration parameter value that 
has been sent (or, in case of default values, implied) in the corresponding Con- 
figuration Request. Thus, for example, if a configuration parameter in a Config- 
uration Request relates to traffic flowing from device A to device B, the sender 
of the Configuration Response will only adjust (if needed) this value again for 
the same traffic flowing from device A to device B. The options sent in the 
Response depend on the value in the Result field. Figure 5.8 defines the for- 
mat of the Configuration Response packet. 
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Config 













Figure 5.8: Configuration Response Packet 



• Length = 0x0006 or more octets 

• Source CID (SCID): 2 octets 

The field contains the channel end-point on the device receiving this 
Response packet The device receiving the Response must check that the 
Identifier field matches the same field in the corresponding configuration 
request command and the SCID matches its local CID paired with the origi- 
nal DCID. 

• Flags: 2 octets 

Figure 5.9 displays the two-octet Flags field. Note the most significant bit is 
shown on the left. 




Figure 5.9: Configuration Response Flags field format 



C - more configuration responses will follow when set to 1 . This flag indi- 
cates that the parameters included in the response are a partial subset of 
parameters being sent by the device sending the Response packet. 
Other flags are reserved and should be cleared. L2CAP implementations 
should ignore these bits. 
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Result: 2 octets 

The Result field indicates whether or not the Request was acceptable. See 
Table 5.7 for possible result codes. 



Result 


Description 


0x0000 
0x0002 
Other 


Success 

Failure - rejected (no reason provided) 
RESERVED 



Table 5.7: Configuration Response Result codes 



' Configuration Options 

This field contains the list of parameters being negotiated. These are 
defined in Section 6 on page 289. On a successful result, these parameters 
contain the return values for any wild card parameters (see Section 6.3 on 
page 291) contained in the request. 

On an unacceptable parameters failure (Result=0x0001) the rejected 
parameters should be sent in the response with the values that would have 
been accepted if sent in the original request. Any missing configuration 
parameters are assumed to have their most recently (mutually) accepted 
values and they too can be included in the Configuration Response if need 
to be changed. Recall that, each configuration parameter is one-directional 
and relative to the direction implied by the sender of a Configuration 
Request. Thus, if the sender of the Configuration Response needs to estab- 
lish the value of a configuration parameter in the opposite direction than the 
one implied by an original Configuration Request, a new Configuration 
Request with the desired value of the configuration parameter in it needs to 
be sent in the direction opposite the one used for the original Connection 
Request. 

On an unknown option failure (Result=0xQ003), the option types not under- 
stood by the recipient of the Request must be included in the Response. 
Note that hints (defined in Section 6 on page 289), those options in the 
Request that are skipped if not understood, must not be included in the 
Response and must not be the sole cause for rejecting the Request. 

The decision on the amount of time (or messages) spent arbitrating the 
channel parameters before terminating the negotiation is left to the imple- 
mentation. 
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5.6 DISCONNECTION REQUEST (CODE 0x06) 

Terminating an L2CAP channel requires that a disconnection request packet 
be sent and acknowledged by a disconnection response packet. Disconnection 
is requested using the signalling channel since all other L2CAP packets sent to 
the destination channel automatically get passed up to the next protocol layer. 
Figure 5.10 displays a disconnection packet request. The receiver must ensure 
both source and destination CIDs match before initiating a connection discon- 
nection. Once a Disconnection Request is issued, all incoming data in transit 
on this L2CAP channel will be discarded and any new additional outgoing data 
is not allowed. Once a disconnection request for a channel has been received, 
all data queued to be sent out on that channel may be discarded. 



LSB 


byteO 


bytel 


byte2 byte3 




Code=0x06 


Identifier 


Length 




Destination CIO 


Source CID 



MSB 



Figure 5. 10: Disconnection Request Packet 



• Length = 0x0004 octets 

• Destination CID (DCID): 2 octets 

This field specifies the end-point of the channel to be shutdown on the 
device receiving this request. 

• Source CID (SCID): 2 octets 

This field specifies the end-point of the channel to be shutdown on the 
device sending this request. 

The SCID and DCID are relative to the sender of this request and must 
match those of the channel to be disconnected. If the DCID is not recog- 
nized by the receiver of this message, a CommandReject message with 
'invalid CID' result code must be sent in response. If the receivers finds a 
DCID match but the SCID fails to find the same match, the request should 
be silently discarded. 



Signalling 



29 November 1999 



285 



BLUETOOTH SPECIFICATION Version 1.0 B 



page 286 of 1082 



Logical Link Control and Adaptation Protocol Specification BlllStOOttl 
5.7 DISCONNECTION RESPONSE (CODE 0x07) 

Disconnection responses should be sent in response to each disconnection 
request. 
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byteO 



bytel 



byte2 



byte3 



MSB 



Code=0x07 


Identifier 


Length 


Destination CID 


Source CID 





Figure 5. 11: Disconnection Response Packet 

• Length = 0x0004 octets 

• Destination CID (DCID): 2 octets 

This field identifies the channel end-point on the device sending the 
response. 

• Source CID (SCID): 2 octets 

This field identifies the channel end-point on the device receiving the 
response. 

The DCID and the SCID (which are relative to the sender of the request), 
and the Identifier fields must match those of the corresponding disconnec- 
tion request command. If the CIDs do not match, the response should be 
silently discarded at the receiver. 

5.8 ECHO REQUEST (CODE 0x08) 

Echo requests are used to solicit a response from a remote L2CAP entity. 
These requests may be used for testing the link or passing vendor specific 
information using the optional data field. L2CAP entities MUST respond to well- 
formed Echo Request packets with an Echo Response packet. The Data field 
is optional and implementation-dependent. L2CAP entities should ignore the 
contents of this field. 
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Figure 5. 12: Echo Request Packet 
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5.9 ECHO RESPONSE (CODE 0x09) 

Echo responses are sent upon receiving Echo Request packets. The identifier 
in the response MUST match the identifier sent in the Request. The optional 
and implementation-dependent data field may contain the contents of the data 
field in the Request, different data, or no data at all. 
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byteO 


bytel byte2 byte3 


MSB 




Code=0x09 


Identifier 1 Length 






Data (optional) 













Figure 5. 13: Echo Response Packet 



5.10 INFORMATION REQUEST (CODE 0X0A) 

Information requests are used to solicit implementation-specific information 
from a remote L2CAP entity. L2CAP entities MUST respond to well-formed 
Information Request packets with an Information Response packet. 



byteO bytel byte2 byte3 

LSB 



Code=0x0A 


identifier 


Length 


InfoType 





Figure 5. 14: Information Request Packet 



• Length = 0x0002 octets 

• InfoType: 2 octets 

The InfoType defines the type of implementation-specific information being 
solicited. 







0x0001 


Connectionless MTU 



Table 5.8: InfoType definitions 
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5.11 INFORMATION RESPONSE (CODE 0X0B) 

Information responses are sent upon receiving Information Request packets. 
The identifier in the response MUST match the identifier sent in the Request. 
The optional data field may contain the contents of the data field in the 
Request, different data, or no data at all. 
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Figure 5. 15: Information Response Packet 



InfoType: 2 octets 

Same value sent in the request. 

Result: 2 octets 

The Result contains information about the success of the request If result is 
"Success", the data field contains the information as specified in Table 5.10. 
If result is "Not supported", no data should be returned. 







0x0000 

Other 


Success 
Reserved 



Table 5.9: Information Response Result values 

• Data: 0 or more octets 
The contents of the Data field depends on the InfoType. For the Connection 
MTU request, the data field contains the remote entity's 2-octet acceptable 
connectionless MTU. 




Table 5.10: Information Response Data fields 
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6 CONFIGURATION PARAMETER OPTIONS 

Options are a mechanism to extend the ability to negotiate different connection 
requirements. Options are transmitted in the form of information elements com- 
prised an option type, an option length, and one or more option data fields. Fig- 
ure 6.1 illustrates the format of an option. 



LSB 




MSB 


type 


length 


option data 


byteO 


byte 1 


byte 2 byte 3 



Figure 6.1: Configuration option format 



• Type: 1 octet 

The option type field defines the parameters being configured. The most sig- 
nificant bit of the type determines the action taken if the option is not recog- 
nized. The semantics assigned to the bit are defined below. 

0 - option must be recognized; refuse the configuration request 

1 - option is a hint; skip the option and continue processing 

• Length: 1 octet 

The length field defines the number of octets in the option payload. So an 
option type with no payload has a length of 0. 

• Option data 

The contents of this field are dependent on the option type. 



6.1 MAXIMUM TRANSMISSION UNIT (MTU) 

This option specifies the payload size the sender is capable of accepting. The 
type is 0x01 f and the payload length is 2 bytes, carrying the two-octet MTU size 
value as the only information element (see Figure 6.2 on page 290). 

Since all L2CAP implementations are capable to support a minimum L2CAP 
packet size, see Section 4 on page 272, MTU is not really a negotiated value 
but rather an informational parameter to the remote device that the local device 
can accommodate in this channel an MTU larger than the minimum required. In 
the unlikely case that the remote device is only willing to send L2CAP packets 
in this channel that are larger than the MTU announced by the local device, 
then this Configuration Request will receive a negative response in which the 
remote device will include the value of MTU that is indented to transmit. In this 
case, it is implementation specific on whether the local device will continue the 
configuration process or even maintain this channel. 

The remote device in its positive Configuration Response will include the actual 
MTU to be used on this channel for traffic flowing into the local device which is 
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minimum{ MTU in configReq, outgoing MTU capability of remote device }. The 
MTU to be used on this channel but for the traffic flowing in the opposite direc- 
tion will be established when the remote device (with respect to this discussion) 
sends its own Configuration Request as explained in Section 5.4 on page 280. 




Figure 6.2: MTU Option Format 



• Maximum Transmission Unit (MTU) Size: 2 octets 

The MTU field represents the largest L2CAP packet payload t in bytes, that 
the originator of the Request can accept for that channel. The MTU is asym- 
metric and the sender of the Request shall specify the MTU it can receive on 
this channel if it differs from the default value. L2CAP implementations must 
support a minimum MTU size of 48 bytes. The default value is 672 bytes 1 . 



6.2 FLUSH TIMEOUT OPTION 

This option is used to inform the recipient of the amount of time the originator's 
link controller / link manager will attempt to successfully transmit an L2CAP 
segment before giving up and flushing the packet. The type is 0x02 and the 
payload size is 2 octets. 



31 



type=0x02 



length=2 



Flush Timeout 



Figure 6.3: Flush Timeout 



• Flush Timeout 

This value represents units of time measured in milliseconds. The value of 1 
implies no retransmissions at the Baseband level should be performed since 
the minimum polling interval is 1 .25 ms. The value of all 1's indicates an infi- 
nite amount of retransmissions. This is also referred to as 'reliable channel'. 
In this case, the link manager shall continue retransmitting a segment until 
physical link loss occurs. This is an asymmetric value and the sender of the 
Request shall specify its flush timeout value if it differs from the default value 
of OxFFFF. 



1 . The default MTU was selected based on the payload carried by two Baseband DH5 pack- 
ets (2*341=682) minus the Baseband ACL headers (2*2=4) and L2CAP header (6). 
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6.3 QUALITY OF SERVICE (QOS) OPTION 

This option specifies a flow specification (flowSpec) similar to RFC 1363 [1]. 
if no QoS configuration parameter is negotiated the link should assume the 
default parameters discussed below. The QoS option is type 0x03. 

When included in a Configuration Request, this option describes the outgoing 
traffic flow from the device sending the request to the device receiving it. When 
included in a positive Configuration Response, this option describes the incom- 
ing traffic flow agreement as seen from the device sending the response. When 
included in a negative Configuration Response, this option describes the pre- 
ferred incoming traffic flow from the perspective of the device sending the 
response. 

L2CAP implementations are only required to support 'Best Effort' service, sup- 
port for any other service type is optional. Best Effort does not require any 
guarantees. If no QoS option is placed in the request. Best Effort must be 
assumed. If any QoS guarantees are required then a QoS configuration 
request must be sent. 

The remote device places information that depends on the value of the result 
field, see Section 5.5 on page 283, in its Configuration Response. If the 
request was for Guaranteed Service, the response shall include specific values 
for any wild card parameters (see Token Rate and Token Bucket Size descrip- 
tions) contained in the request. If the result is "Failure - unacceptable parame- 
ters", the response may include a list of outgoing flowspec parameters and 
parameter values that would make a new Connection Request from the local 
device acceptable by the remote device. Both explicitly referenced in a Config- 
uration Request or implied configuration parameters can be included in a Con- 
figuration Response. Recall that any missing configuration parameters from a 
Configuration Request are assumed to have their most recently (mutually) 
accepted values. For both Best effort and Guaranteed service, when the QoS 
option appears in the Configuration Response, "do not cares" shall be present 
where they appeared in the Configuration Request. 



0 31 
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Figure 6.4: Quality of Service Flow Specification 
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• Flags: 1 octet 

Reserved for future use and must be set to 0. 

• Service Type: 1 octet 

This field indicates the level of service required. Table 6,1 defines the differ- 
ent services available. If 'No traffic' is selected, the remainder of the fields 
may be ignored because there is no data being sent across the channel in 
the outgoing direction. 

If 'Best effort', the default value, is selected, the remaining fields should be 
treated as hints by the remote device. The remote device may choose to 
ignore the fields, try to satisfy the hint but provide no response (QoS option 
omitted in the Response message), or respond with the settings it will try to 
meet. 



Value 


Description - : ■ - • ••r-: 


0x00 
0x01 
0x02 

Other : 


No traffic 
Guaranteed 

* Reserved^ * ^ ^ J ^ - >r * ! f 



Table 6. 1: Service type definitions 



• Token Rate: 4 octets 

The value of this field represents the rate at which traffic credits are granted 
in bytes per second. An application may send data at this rate continuously. 
Burst data may be sent up to the token bucket size (see below). Until that 
data burst has been drained, an application must limit itself to the token rate. 
The value 0x00000000 indicates no token rate is specified. This is the 
default value and implies indifference to token rate. The value OxFFFFFFFF 
represents a wild card matching the maximum token rate available. The 
meaning of this value depends on the semantics associated with the service 
type. For best effort, the value is a hint that the application wants as much 
bandwidth as possible. For Guaranteed service the value represents the 
maximum bandwidth available at the time of the request. 

• Token Bucket Size: 4 octets 

The value of this field represents the size of the token bucket in bytes. If the 
bucket is full, then applications must either wait or discard data. The value of 
0x00000000 represents no token bucket is needed; this is the default value. 
The value OxFFFFFFFF represents a wild card matching the maximum 
token bucket available. The meaning of this value depends on the semantics 
associated with the service type. For best effort, the value indicates the 
application wants a bucket as big as possible. For Guaranteed service the 
value represents the maximum buffer space available at the time of the 
request. 

• Peak Bandwidth: 4 octets 
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The value of this field, expressed in bytes per second, limits how fast pack- 
ets may be sent back-to-back from applications. Some intermediate systems 
can take advantage of this information, resulting in more efficient resource 
allocation. The value of 0x00000000 states that the maximum bandwidth is 
unknown, which is the default value. 

• Latency: 4 octets 

The value of this field represents the maximum acceptable delay between 
transmission of a bit by the sender and its initial transmission over the air, 
expressed in microseconds. The precise interpretation of this number 
depends on the level of guarantee specified in the Class of Service. The 
value OxFFFFFFFF represents a do not care and is the default value. 

• Delay Variation: 4 octets 

The value of this field is the difference, in microseconds, between the maxi- 
mum and minimum possible delay that a packet will experience. This value 
is used by applications to determine the amount of buffer space needed at 
the receiving side in order to restore the original data transmission pattern. 
The value OxFFFFFFFF represents a do not care and is the default value. 

6.4 CONFIGURATION PROCESS 

Negotiating the channel parameters involves three steps: 

1 . Informing the remote side of the non-default parameters that the local side 
will accept 

2. Having the remote side agreeing or disagreeing to these values (including 
the default ones); steps (1) and (2) may iterate as needed 

3. Repeat steps (1 ) and (2) for the reverse direction from the (previous) remote 
side to the (previous) local side. 

This process can be abstracted into a Request negotiation path and a 
Response negotiation path. 

6.4.1 Request Path 

The Request Path negotiates the incoming MTU, flush timeout, and outgoing 
flowspec. Table 6.2 defines the configuration options that may be placed in the 
Configuration Request message and their semantics. 




H ^teafptfoii'^v- 




MTU Incoming MTU information 




OutFlow Outgoing flow information. 



Table 6.2: Parameters allowed in Request 
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6.4.2 Response Path 

The Response Path negotiates the outgoing MTU (remote side's incoming 
MTU), the remote side's flush timeout, and incoming flowspec (remote side's 
outgoing flowspec). If a request-oriented parameter is not present in the 
Request message (reverts to default value), the remote side may negotiate for 
a non-default value by including the proposed value in a negative Response 
message. 



Parameter 




MTU 

FlushTO- ' 
InFlow 


Outgoing MTU information 
Incoming flow information 



Table 6.3: Parameters allowed in Response 



6.4.3 Configuration State Machine 

The configuration state machine shown below depicts two paths. Before leav- 
ing the CONFIG state and moving into the OPEN state, both paths must reach 
closure. The request path requires the local device to receive a positive 
response to reach closure while the response path requires the local device to 
send a positive response to reach closure. 
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Figure 6.5: Configuration State Machine 




"Appendix A: Configuration MSCs" 


on page 318 provides some configuration 



examples. 
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7 SERVICE PRIMITIVES 



Bluetooth. 



This section presents an abstract description of the services offered by L2CAP 
in terms of service primitives and parameters. The service interface is required 
for testing. The interface is described independently of any platform specific 
implementation. All data values use Little Endian byte ordering. 



7.1 EVENT INDICATION 



Sendee ^ .V-/- - A"" ^ 


- Input Parameters 


r Output Parameter* 


Eventindication 


Event, Callback 


Result 



Description: 

The use of this primitive requests a callback when the selected indication Event 
occurs. 



Input Parameters: 

Event 



Type: uint 



Size: 2 octets 



Value 



Description 



0x00 
0x01 
0x02 
0x03 
0x04 
other 



Reserved 

L2CA_Connectlnd 

L2CA_Configlnd 

L2CA_Disconnectlnd 

L2CA_QoSV1olationlnd 

Reserved for future use 



Callback 


Type: function 


Size: N/A 


Event 


Callback Function Input Parameters 


L2CA_Connectlnd 


BD_ADDR t CID, PSM, Identifier 




L2CA_Configlnd 


C1D, OutMTU, InFlow, InFiushTO 




L2CA_Disconnectlnd 


CID 




L2CA_QoSV1olationlnd 


BD_ADDR 





Output Parameters: 

Result 



Type: uint 



Size: 2 octets 



Value 



Description 



0x0000 
0x0001 



Event successfully registered 
Event registration failed 
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7.1.1 L2CA_Connectlnd Callback 

This callback function includes the parameters for the address of the remote 
device that issued the connection request, the local CID representing the chan- 
nel being requested, the Identifier contained in the request, and the PSM value 
the request is targeting. 



7.1.2 L2CA_Configlnd Callback 

This callback function includes the parameters indicating the local CID of the 
channel the request has been sent to, the outgoing MTU size (maximum 
packet that can be sent across the channel) and the flowspec describing the 
characteristics of the incoming data. All other channel parameters are set to 
their default values if not provided by the remote device. 



7.1.3 L2CA_Disconnectlnd Callback 

This callback function includes the parameter indicating the local CID the 
request has been sent to. 

7.1.4 L2CA_QoSVIolationlnd Callback 

This callback function includes the parameter indicating the address of the 
remote Bluetooth device where the QoS contract has been violated. 



7.2 CONNECT 



Service 


Input Parameters 


Output Parameters 


L2CA_ConnectReq 


PSM, BD_ADDR 


LCID, Result, Status 



Description: 

This primitive initiates the sending of an L2CA_ConnectReq message and 
blocks until a corresponding L2CA_ConnectCfm(Neg) or L2CA_TimeOutlnd 
message is received. 

The use of this primitive requests the creation of a channel representing a logi- 
cal connection to a physical address. Input parameters are the target protocol 
(PSM) and remote device's 48-bit address (BD_ADDR). Output parameters are 
the local CID (LCID) allocated by the local L2CAP entity, and Result oi the 
request. If the Resi//r indicates success, the LCID value contains the identifica- 
tion of the local endpoint. Otherwise the LCID returned should be set to 0. If 
Result indicates a pending notification, the Status value may contain more 
information of what processing is delaying the establishment of the connection. 
Otherwise the Status value should be ignored. 
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Input Parameters: 

PSM Type: uint 



Bluetooth. 



Size: 2 octets 



Value 



Description 



OxXXXX 



Target PSM provided for the connection 



BD ADDR 



Type: unit 



Size: 6 octets 



Value 


Description 


OxXXXXXXXXXXXX 


Unique Bluetooth address of target device 



Output Parameters: 

LCID 



Type: uint 



Size: 2 octets 



Value 



Description 



OxXXXX 



Channel ID representing local end-point of the communication channel if 
Result = 0x0000, otherwise set to 0. 



Result 



Type: uint 



Size: 2 octets 



Value 



Description 



0x0000 

0x0001 
0x0002 
0x0003 

OxEEEE 



Connection successful and the CID identifies the local endpoint. Ignore Sta- 
tus parameter 

Connection pending. Check Status parameter for more information 

Connection refused because no service for the PSM has been registered 

Connection refused because the security architecture on the remote side 
has denied the request 

Connection timeout occurred. This is a result of a timer expiration indication 
being included in the connection confirm message 



Status 



Type: uint 



Size: 2 octets 



Value 



Description 



0x0000 
0x0001 
0x0002 



No further information 
Authentication pending 
Authorization pending 
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7.3 CONNECT RESPONSE 



Service ^ 


Input Parameters, 


Output Parameters 


L2CA_ConnectRsp 


BD_ADDR, Identifier, 
LCID, Response, Status 


Result 



Description: 

This primitive represents the L2CA_ConnectRsp. 

The use of this primitive issues a response to a connection request event indi- 
cation. Input parameters are the remote device's 48-bit address, Identifier sent 
in the request, local CID, the Response code, and the Status attached to the 
Response code. The output parameter is the Result of the service request, 

This primitive must be called no more than once after receiving the callback 
indication. This primitive returns once the local L2CAP entity has validated the 
request A successful return does indicate the response has been sent over the 
air interface. 

Input Parameters: 

BD_ADDR Type: unit Size: 6 octets 



Value 


Description 


OxXXXXXXXXXXXX 


Unique Bluetooth address of target device 



Identifier Type: uint Size: 1 octets 



Value 


Description 


OxXX. 


This value must match the value received in the L2CA_Connectlnd event 
described in Section 7.1.1 on page 296 


LCID 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


Channel ID representing local end-point of the communication channel 


Response 


Type: uint Size: 2 octets 


Value 


Description 


0x0000 


Connection successful 


0x0001 


Connection pending 


0x0002 


Connection refused - PSM not supported 


0x0003 


Connection refused - security block 


0x0004 


Connection refused - no resources available 


OxXXXX 


Other connection response code 
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Status Type: uint 



Bluetooth. 

Size: 2 octets 



Value 


_ - , 

Description 


0x0000 


No further information available 


0x0001 


Authentication pending 


0x0002 


Authorization pending 


OxXXXX 


Other status code 



Output Parameters: 

Result 



Type: uint 



Size: 2 octets 



Value 



Description 



0x0000 
0x0001 



Response successfully sent 

Failure to match any outstanding connection request 



7.4 CONFIGURE 



Service 


Input Parameters 


Output Parameters 


L2CA_ConfigReq 


CID, InMTU, OutFlow, 
OutFlushTO, LinkTO 


Result, inMTU, OutFlow, 
OutFlushTO 



Description: 

This primitive initiates the sending of an L2CA_ConfigReq message and blocks 
until a corresponding L2CA_ConfigCfm(Neg) or L2CA_TimeOutlnd message is 
received. 

The use of this primitive requests the initial configuration (or reconfiguration) of 
a channel to a new set of channel parameters. Input parameters are the local 
CID endpoint, new incoming receivable MTU (InMTU), new outgoing flow spec- 
ification, and flush and link timeouts. Output parameters composing the 
L2CA_ConfigCfm(Neg) message are the Result, accepted incoming 
MTU(InMTU), the remote side's flow requests, and flush and link timeouts. 
Note that the output results are returned only after the local L2CAP entity tran- 
sitions out of the CONFIG state (even if this transition is back to the CONFIG 
state). 



Input Parameters: 

CID 



Type: uint 



Size: 2 octets 



Value 



Description 



OxXXXX 



Local CID 
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InMTU 


Type: uint Size: 2 octets 


Value 


Uoscn piion 


OxXXXX 


Maximum transmission unit this channel can accept 


OutFlow 


Type: Flow Size: x octets 


Value 


Description 


flowspec 


Quality of service parameters dealing with the traffic characteristics of the 
outgoing data flow 



OutFlushTO Size 2 octets 



Value 


Description 


OxXXXX 


Number of milliseconds to wait before an L2CAP packet that cannot be 
acknowledged at the physical layer is dropped 


0x0000 


Request to use the existing flush timeout value if one exists, otherwise the 
default value (OxFFFF) will be used 


0x0001 


Perform no retransmissions at the Baseband layer 


OxFFFF 


Perform retransmission at the Baseband layer until the link timeout termi- 
nates the channel 


LinkTO 


Size 2 octets 


Value 


Description 


OxXXXX 


Number of milliseconds to wait before terminating an unresponsive link 


Output Parameters: 


Result 


Size 2 octets 


Value 


Description 


0x0000 


Configuration is successful. Parameters contain agreed upon values 


0x0001 


Failure - invalid CID 


0x0002 


Failure - unacceptable parameters 


0x0003 


Failure - signalling MTU exceeded. 


0x0004 


Failure - unknown options 


OxEEEE 


Configuration timeout occurred. This is a result of a timer expiration indica- 
tion being included in the configuration confirm 


InMTU 


Size 2 octets 


Value 


Description 


OxXXXX 


Maximum transmission unit that the remote unit will send across this channel 
(maybe less or equal to the InMTU input parameter). 
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OutFlow 


Size 2 octets 


Value 


Description 


FlowSpec 


Quality of service parameters dealing with the traffic characteristics of the 
agreed-upon outgoing data flow if Result is successful. Otherwise this rep- 
resents the requested Quality of Service 


OutFIushTO 


Size 2 octets 


Value 


Description 


OxXXXX 


Number of milliseconds before an L2CAP packet that cannot be acknowl- 
edged at the physical layer is dropped. This value is informative of the 
actual value that will be used for outgoing packets. It may be less or equal to 
the OutFIushTO parameter given as input. 



7.5 CONFIGURATION RESPONSE 





Input Parameter* 


Output Parameters 


L2CA_ConfigRsp 


CID, OutMTU, InFlow 


Result 



Description: 

This primitive represents the L2CAP_ConfigRsp. 

The use of this primitive issues a response to a configuration request event 
indication. Input parameters include the local CID of the endpoint being config- 
ured, outgoing transmit MTU (which may be equal or less to the OutMTU 
parameter in the L2CA_Configind event) and the accepted flowspec for incom- 
ing traffic. The output parameter is the Result value. 

Input Parameters: 



LCID 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


Local channel identifier 


OutMTU 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


Maximum transmission unit this channel will send 


InFlow 


Type: Flow Size: x octets 


Value 


Description 


FlowSpec 


Quality of service parameters dealing with the traffic characteristics of the 
incoming data flow 
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Output Parameters: 



Result 


Size 2 octets 


Value 


Description 


0x0000 


Configuration is successful. Parameters contain agreed upon values 


0x0001 


Configuration failed - unacceptable parameters 


0x0002 


Configuration failed - rejected 


0x0003 


Configuration failed - invalid CID 


0x0004 


Configuration failed - unknown options 


OxXXXX 


Reserved 



7.6 DISCONNECT 



Service 


input Parameters 


; Output Parameters 


L2CA_DisconnectReq 


CID 


Result 



Description: 

This primitive represents the L2CAP_DisconnectReq and the returned output 
parameters represent the corresponding L2CAP_DisconnectRsp or the RTX 
timer expiration. 

The use of this primitive requests the disconnection of the channel. Input 
parameter is the CID representing the local channel endpoint Output parame- 
ter is Result Result is zero if a L2CAP_DisconnectRsp is received, otherwise a 
non-zero value is returned. Once disconnection has been requested, no pro- 
cess will be able to successfully read or write from the CID. Writes in progress 
should continue to be processed. 

Input Parameters: 



CID 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


Channel ID representing local end-point of the communication channel 


Output Parameters: 


Result 


Type: uint Size: 2 octets 


Value 


Description 


0x0000 
OxEEEE 


Disconnection successful. This is a result of the receipt of a disconnection 
response message 

Disconnection timeout occurred. 
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7.7 WRITE 



Service 


input Parameter* 


Output Parameters 


L2CA_DataWrite 


CID, Length, OutBuffer 


Size, Result 



Description: 

The use of this primitive requests the transfer of data across the channel. If the 
length of the data exceeds the OutMTU then only the first OutMTU bytes are 
sent This command may be used for both connection-oriented and connection- 
less traffic. 

Input Parameters: 



CID 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


Channel ID representing local end-point of the communication channel 


Length 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


Size, in bytes, of the buffer where data to be transmitted are stored 


OutBuffer 


Type: pointer Size: N/A 


Value 


Description 


N/A 


Address of the input buffer used to store the message 


Output Parameters: 

Size Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


The number of bytes transferred 


Result 


Type: uint Size: 2 octets 


Value 


Description 


0x0000 
0x0001 
0x0002 


Successful write 

Error - Flush timeout expired 

Error - Link termination (perhaps this should be left to the indication) 
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7.8 READ 



Service j Input Parameters 


Output Parameters 


L2CA_DataRead | CID, Length, InBuffer 


Result, N 



Description: 



The use of this primitive requests for the reception of data. This request returns 
when data is available or the link is terminated. The data returned represents a 
single L2CAP payload. If not enough data is available, the command will block 
until the data arrives or the link is terminated. If the payload is bigger than the 
buffer, only the portion of the payload that fits into the buffer will be returned, 
and the remainder of the payload will be discarded. This command may be 
used for both connection-oriented and connectionless traffic. 

Input Parameters: 



CID 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


CID 


Length 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


Size, in bytes, of the buffer where received data are to be stored 


InBuffer 


Type: pointer Size: N/A 


Value 


Description 


N/A 


Address of the buffer used to store the message 


Output parameters: 


Result 




Value 


Description 


0x0000 


Success 


N 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


Number of bytes transferred to InBuffer 
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7.9 GROUP CREATE 



Service 


Input Parameters 


Output Parameters 


L2CA_GroupCreate 


PSM 


CID 



Description: 

The use of this primitive requests the creation of a CID to represent a logical 
connection to multiple devices. Input parameter is the PSM value that the out- 
going connectionless traffic is labelled with, and the filter used for incoming 
traffic. Output parameter is the CID representing the local endpoint. On cre- 
ation, the group is empty but incoming traffic destined for the PSM value is 
readable. 

Input Parameters: 



PSM 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


Protocol/service multiplexer value 


Output Parameters: 


CID 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


Channel ID representing local end-point of the communication channel 



7.10 GROUP CLOSE 



Service -= 


SS^j^" : 


; mpWParamrfer*^ > v> 


Output Parameters 


L2CA_GroupClose 


CID 


Result 



Description: 

The use of this primitive closes down a Group. 
Input Parameters: 

CID Type: uint Size: 2 octets 



Value 


Description 


OxXXXX 


Channel ID representing local end-point of the communication channel 
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Output Parameters: 

Result Type: uint 



Bluetooth. 



Size: 2 octets 



Value 



Description 



0x0000 
0x0001 



Successful closure of the channel 
Invalid CID 



7.11 GROUP ADD MEMBER 







Output Parameters 


L2CA_GroupAddMember 


CID, BD_ADDR 


Result 



Description: 

The use of this primitive requests the addition of a member to a group. The 
input parameter includes the CID representing the group and the BD_ADDR of 
the group member to be added. The output parameter Result confirms the suc- 
cess or failure of the request. 



Input Parameters: 

CID 



Type: uint 



Size: 2 octets 



Value 



Description 



OxXXXX 



Channel ID representing local end-point of the communication channel 



BD ADDR 



Type: uint 



Size: 6 octets 



Value 


Description 


OxXXXXXXXXXXXX 


Remote device address 



Output Parameters: 

Result 



Type: uint 



Size: 2 octets 



Value 



0x0000 
0x0001 
Other 



Description 



Success 

Failure to establish connection to remote device 
Reserved 
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7.12 GROUP REMOVE MEMBER 



Service 


Input Parameter* 


Output Parameters 


L2CA_GroupRemoveMember 


CID, BD_ADDR 


Result 



Description: 



The use of this primitive requests the removal of a member from a group. The 
input parameters include the CID representing the group and BD_ADDR of the 
group member to be removed. The output parameter Result confirms the suc- 
cess or failure of the request 

Input Parameters: 



CID Type: uint Size: 2 octets 



Value 


Description 


OxXXXX 


Channel ID representing local end-point of the communication channel 



BD_ADDR Type: uint Size: 6 octets 



Value 


Description 


OxXXXXXXXXXXXX 


Unique Bluetooth address device to be removed 



Output Parameters: 

Result Type: uint Size: 2 octets 



Value 


Description 


0x0000 
0x0001 
Other 


Success 

Failure - device not a member of the group 
Reserved 
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7.13 GET GROUP MEMBERSHIP 



Bluetooth. 



Service 


Input Parameter* 


Output Parameters 


L2CA_GroupMembership 


CID 


Result, N, BD_ADDR_Lst 



Description: 

The use of this primitive requests a report of the members of a group. The input 
parameter CID represents the group being queried. The output parameter 
Result confirms the success or failure of the operation. If the Result is success- 
ful, BD_ADDR_Lst is a list of the Bluetooth addresses of the N members of the 
group. 



Input Parameters: 

CID 



Type: uint 



Size: 2 octets 



Value 



Description 



OxXXXX 



Channel ID representing local end-point of the communication channel 



Output Parameters: 

Result 



Type: uint 



Size: 2 octets 



Value 



Description 



0x0000 
0x0001 
Other 



Success 

Failure - group does not exist 
Reserved 



N 


Type: uint Size: 2 octets 


Value 


Description 


OxOOOO-OxFFFF 


The number of devices in the group identified by the channel end- 
point CID. If Result indicates failure, N should be set to 0 


BD_ADDR_List 


Type: pointer Size: N/A 


Value 


Description 


OxXXXXXXXXXXXX 


List of N unique Bluetooth addresses of the devices in the group 
identified by the channel end-point CID. If Result indicates failure, 
the all-zero address is the only address that should be returned 
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7.14 PING 



Service 


Input Parameters 


Output Parameters 


L2CA_Ping 


BD.ADDR, ECHO_DATA, Length 


Result, ECHO_DATA, Size 



Description: 

This primitive represents the initiation of an L2CA_EchoReq command and the 
reception of the corresponding L2CA_EchoRsp command. 

Input Parameters: 



BD^ADDR 


Type: uint Size: 6 octets 


Value 


Description 


OxXXXXXXXXXXXX 


Unique Bluetooth address of target device. 


ECHO_DATA 


Type: pointer Size: N/A 


Value 


Description 


N/A 


The buffer containing the contents to be transmitted in the data 
payload of the Echo Request command. 


Length 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


Size, in bytes, of the data in the buffer. 


Output Parameters: 


Result 


Type: uint Size: 2 octets 


Value 


Description 


0x0000 


Response received. 


0x0001 


Timeout occurred. 


ECHO_DATA 


Type: pointer Size: N/A 


Value 


Description 


N/A 


The buffer containing the contents received in the data payload of 
the Echo Response command. 


Size 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


Size, in bytes, of the data in the buffer. 
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j 7,15 GETINFO 



Bluetooth. 



Service 


Input Parameter* 


Output Parameters 


L2CA_Getlnfo 


BD_ADDR, InfoType 


Result, InfoData, Size 



Description: 

This primitive represents the initiation of an L2CA_InfoReq command and the 
reception of the corresponding L2CAJnfoRsp command. 



Input Parameters: 

BD ADDR 



Type: unit 



Size: 6 octets 



Value 


Description 


OxXXXXXXXXXXXX 


Unique Bluetooth address of target device 



InfoType 


Type: unit Size: 2 octets 


Value 


Description 


0x0001 


Maximum connectionless MTU size 


Output Parameters: 


Result 


Type: uint Size: 2 octets 


Value 


Description 


0x0000 


Response received 


0x0001 


Not supported 


0x0002 


Informational PDU rejected, not supported by remote device 


0x0003 


Timeout occurred 


InfoData 


Type: pointer Size: N/A 


Value 


Description 


N/A 


The buffer containing the contents received in the data pay load of the Infor- 
mation Response command. 


Size 


Type: uint Size: 2 octets 


Value 


Description 


OxXXXX 


Size, in bytes, of the data in the InfoData buffer. 
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7.16 DISABLE CONNECTIONLESS TRAFFIC 





Input Parameter* 


Output Parameters 


L2CA_DisableCLT 


PSM 


Result 



Description: 



General request to disable the reception of connectionless packets. The input 
parameter is the PSM value indicating service that should be blocked. This 
command may be used to incrementally disable a set of PSM values. The use 
of the 'invalid' PSM 0x0000 blocks all connectionless traffic. The output param- 
eter Result indicates the success or failure of the command. A limited device 
might support only general blocking rather than PSM-specific blocks and would 
fail to block a single non-zero PSM value. 

Input Parameters: 



PSM 


Type: uint 


Size: 2 octets 


Value 


Description 


0x0000 
OxXXXX 


Block all connectionless traffic 
Protocol/Service Multiplexer field to be blocked 


Output Parameters: 




Result 


Type: uint 


Size: 2 octets 


Value 


Description 


0x0000 
0x0001 


Successful 

Failure - not supported 



Service Primitives 



29 November 1999 



311 



BLUETOOTH SPECIFICATION Version 1.0 B 



page 312 of 1082 



Logical Link Control and Adaptation Protocol Specification 

7.17 ENABLE CONNECTIONLESS TRAFFIC 



Service 


Input Parameters 


Output Parameter* 


L2CA_EnabieCLT 


PSM 


Result 



Description: 



General request to enable the reception of connectionless packets. The input 
parameter is the PSM value indicating the service that should be unblocked. 
This command may be used to incrementally enable a set of PSM values. The 
use of the 'invalid' PSM 0x0000 enables all connectionless traffic. The output 
parameter Result indicates the success or failure of the command. A limited 
device might support only general enabling rather than PSM-specific filters, 
and would fail to enable a single non-zero PSM value. 



Input Parameters: 

PSM Type: uint Size: 2 octets 



Value 


Description 


0x0000 
OxXXXX 


Enable all connectionless traffic 
Protocol/Service Multiplexer field to enable 


Output Parameters: 

Result Type: uint Size: 2 octets 


Value 


Description 


0x0000 
0x0001 


Successful 

Failure - not supported 
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8 SUMMARY 



The Logical Link Control and Adaptation Protocol (L2CAP) is one of two link 
level protocols running over the Baseband. L2CAP is responsible for higher 
level protocol multiplexing, MTU abstraction, group management, and convey- 
ing quality of service information to the link level. 

Protocol multiplexing is supported by defining channels. Each channel is bound 
to a single protocol in a many-to-one fashion. Multiple channels can be bound 
to the same protocol, but a channel cannot be bound to multiple protocols. 
Each L2CAP packet received on a channel is directed to the appropriate higher 
level protocol. 

L2CAP abstracts the variable-sized packets used by the Baseband Protocol 
(page 33). It supports large packet sizes up to 64 kilobytes using a low- 
overhead segmentation-and-reassembly mechanism. 

Group management provides the abstraction of a group of units allowing more 
efficient mapping between groups and members of the Bluetooth piconet. 
Group communication is connectionless and unreliable. When composed of 
only a pair of units, groups provide connectionless channel alternative to 
L2CAP's connection-oriented channel. 

L2CAP conveys QoS information across channels and provides some admis- 
sion control to prevent additional channels from violating existing QoS con- 
tracts. 
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APPENDIX A: CONFIGURATION MSCs 



Bluetooth. 



The examples in this appendix describe a sample of the multiple possible con- 
figuration scenarios that might occur. Currently, these are provided as sugges- 
tions and may change in the next update of the Specification. 

Figure I illustrates the basic configuration process. In this example, the devices 
exchange MTU information. All other values are assumed to be default. 



L2CA_ConfigReq 

Option«0x01 
[MTU "0x00000 100] 



L2CA_ConfigCfm 



L2CA_Configlnd 

L2CA_ConfigRsp 
Resuit*SuccMS 




TIME 



L2CA_Configlnd 

L2CA_ConfigRsp 
Result*$uccas« 



L2CA_ConfigReq 

OptionxOxOl 
[MTU*0x0OOO020O] 



L2CA_ConfigCfm 



Figure I: Basic MTU exchange 



Figure II on page 319 illustrates how two devices interoperate even though one 
device supports more options than the other does. Device A is an upgraded 
version. It uses a hypothetical^ defined option type 0x20 for link-level security. 
Device B rejects the command using the Configuration Response packet with 
result 'unknown parameter 1 informing Device A that option 0x20 is not under- 
stood. Device A then resends the request omitting option 0x20. Device B 
notices that it does not need to such a large MTU and accepts the request but 
includes in the response the MTU option informing Device A that Device B will 
not send an L2CAP packet with a payload larger than 0x80 octets over this 
channel. On receipt of the response, Device A could reduce the buffer allo- 
cated to hold incoming traffic. 
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Bluetooth. 



L2CA_ConftgReq 

Opt»n*0x01 
[MTU»ax00000100] 
Opt»n*0x20 
[Data=0xFA12D823J 



L2CA_ConfigCfm 

L2CA_ConfigReq 

Option»0x01 
[MTU-Ox00000100] 



L2CA_ConfigCfm 



L2CA^Cortfiglncf 

L2CA_ConfigRsp 
Re*utt»Succ«» 




L2CA_Configlnd 

L2CA_ConfigRsp 
Result»Unknown option 
Option *0x20 



L2CA_Configlnd 

L2CA_ConfigRsp 
R*sutt=Succe« 
[MTU ="0x00000080) 

L2CA_ConfigReq 

Optton*0x01 
[MTU*Ox00000200] 



L2CA_ConfigCfm 



Figure II: Dealing with Unknown Options 



Figure III on page 320 illustrates an unsuccessful configuration request. There 
are two problems described by this example. The first problem is that the con- 
figuration request is placed in an L2CAP packet that cannot be accepted by the 
remote device, due to its size. The remote device informs the sender of this 
problem using the Command Reject message. Device A then resends the con- 
figuration options using two smaller L2CAP_ConfigReq messages. 

The second problem is an attempt to configure a channel with an invalid CID. 
For example device B may not have an open connection on that CID 
(0x01234567 in this example case). 
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Bluetooth. 



Device A 
L2CA 



L2CA_ConfigReq 



L2CA_ConfigCfmN©g 



TIME 



LP 



LP 



L2CAP_ConfJgReq 
10=0x1234 
OCID*Ox01234567 
OptJon-0x01 
[MTU«Ox000001«|J 
Optton*0x20 
[Data-BK3] 



L2CAP_CmdRefect 
!D«0x1234 
Reason*0x0001 
(MTU exceeded) 
0tU-0x80 



L2CAP_ConflgReq 
ID-Ox 1235 
DCID*0x01 234567 
Option -0x01 
[MTU*Ox0000010q] 
C nag set to 1 




L2CAP_CmdRajact 
ID«0x1235 
Reason*0x0002 
(Invalid CIO) 



UCAP.CmdRefect 
10*0x1236 
Reason «0x0002 

(Invaid CIO) 



OeviceB 
12 CA 



UCAP.ConflgReq 

10*0x1236 
000*0x01234567 
Optk>n»0x20 
[Data*BK5J 



Figure III: Unsuccessful Configuration Request 



320 



29 November 1999 



Appendix 



BLUETOOTH SPECIFICATION Version 1.0 B 



page 321 of 1082 



Logical Link Control and Adaptation Protocol Specification 

APPENDIX B: IMPLEMENTATION GUIDELINES 



This section contains some guidelines for implementations. These guidelines 
are not part of the compliance tests. At the moment they are simply sugges- 
tions on how to solve some difficult problems. 

RTX TIMER 

Implementations should not start this timer on an L2CAP Connection Request 
packet unless the physical link has been established. Otherwise the Baseband 
paging mechanism might increase the cost of the request beyond that of the 
minimal timeout value. If an implementation performs some form of security 
check it is recommended that the connection pending response be sent back 
prior to any consultation with a security manager that might perform Baseband 
authentication commands. If any security check requires user interaction, the 
link might timeout waiting for the user to enter a PIN. 

QOS MAPPING TO LM AND L2CAP IMPLEMENTATIONS 

Token Rate 

The Link Manager (LM) should ensure data is removed from the transmission 
buffer at this rate. The LM should ensure the polling interval is fast enough to 
support this data rate. The polling interval should be adjusted if the packet type 
changes. If the buffer overflows, and the service type is Guaranteed, a QoS 
violation should be reported. If the service type is Best Effort, and a Token Rate 
was non-zero, a QoS violation should also be reported. 

Given a Token Rate of OxFFFFFFFF, and Service Type of Guaranteed, the LM 
should refuse any additional connections from remote devices and disable all 
periodic scans. 

Token Bucket Size 

L2CAP implementations should ensure that a buffer meeting the size request 
is allocated for the channel. If no buffer is available, and the service type is 
Guaranteed, the request should be rejected. If no appropriately sized buffer is 
available, and the service type is Best Effort, the largest available buffer should 
be allocated. 

Peak Bandwidth 

If the token bucket buffer overflows, a QoS violation should be raised. 
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Latency 

The LM should ensure the polling interval is at least this value. If the polling 
interval necessary to support the token rate is less than this value, the smaller 
interval should be used. If this interval cannot be supported, a QoS violation 
should be raised. 



Delay Variation 

The LM may ignore this value because there is no clear mapping between 
L2CAP packet delays and the necessary polling interval without requiring the 
LM to comprehend the length field in L2CAP packets. 



COLLISION TABLES 




Table I: Result of Second Link Timeout Request 





Table II: Result of Second Flush Timeout Request 
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i □ Windows Wireless Architecture 



Tim Moore 

Lead Program Manager 
Windows Networking 
Microsoft Corporation 

2 Q Agenda 

• Wireless trends 

• WAN, LAN, PAN 

• Scenarios 

• Adhoc, home, small business 

• Enterprise, ISP 

• Wireless architecture 

• Summary 

• Call to action 

• More information 

3 Qj) Wireless Trends 

• IP networks 

• Always connected 

• Increased bandwidth 

• Convenience 

• Moving from vertical market to horizontal markets 

• Moving from proprietary to standards based 

• Proliferation of smart devices 

• New scenarios enabled 

• Outsourcing 

• Adhoc networks 

4 (5) Information Anytime, Anywhere 

Connecting Everything 

5 QD Data Speeds Today 

Network Speed* Type of Data 

American Mobile ARDIS 19.2/4.8 Kbps Packet 
BellSouth Wireless Data 8 Kbps Packet 
Cellular (Analog) 9.6/4.8 Kbps Circuit-Switched 

CDPD 19.2 Kbps Packet 

CDMA 14.4 Kbps Circuit-Switched 

Nextel 9.6 Kbps Circuit-switched 

GSM 9.6 Kbps Circuit-Switched 

Metricom 28.8 Kbps Packet as Dial-up 

TDMA** One-Way SMS Only None 
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'Typical data throughput speed is usually 50% of gross speed 
**TDMA systems do not support data in the U.S. at this time 

6 (3) Wide-Area Wireless 

7 (3) Local-Area Wireless 

8 GO Personal Area Wireless 

9 Q Personal Area Wireless 

• IrDA 

• Around since 1994 

• Available on every PC and lots of devices 

• >20 million existing IrDA devices 

• Camera, PDAs, cellphones, printers, keyboards 

• Exploding market fueled by 
Bluetooth momentum 

• Bluetooth wireless technology is a 
defacto standard 

• Proliferation of smart devices, convenience of cable replacement, and new 
usage scenarios 

10 CD Scenarios 

• Adhoc 

• Home 

• Small business 

• Enterprise 

• ISP 

11 GD Ad Hoc Networks 

12 (3) A Connected Home 

13 (3) a Connected Small Office 
H (3) Enterprise 

• Information at 
your fingertips 

• At meetings, in the office, on the road 

• Reliable, secure, multimedia LAN 
is. Q Enterprise 

• End-user can access the enterprise wireless network transparently over a secure 
connection 

• The network administrator has control over which users have access to the 
enterprise wireless LAN 

• Enterprise can offer its employees access via ISPs which outsource their 
authentication to 

the enterprise 

• End-user has IP connectivity as soon as a CDPD or a GPRS modem is 
plugged in 

• Make cellphones an always connected Internet access point using GPRS 



• End-User can use Netmeeting with wireless LAN, when out of range of LAN can 
continue to conference via IP connected cellphone 

16 [5) An ISP Connected Public Space 

• Discovery of proximity services (flight schedules at airport, mall directories, ...) 

17 □ ISP 

• Need mixed technologies 

• Higher speed in hot spots, e.g., 802.1 1 

• Need authentication so ISPs can charge 

• Allow ISPs to integrate into existing Radius systems 

• Allows ISP roaming agreements 

• Same as outsource dial 

• Need to be able to provision unauthenticated users 

18 Q Wireless Architecture 

• "Just works" 

• Always connected 

• Unified transport: IP 

• Mobility 

• Unified security model 

• Adhoc 

• QoS 

• Performance 

19 (3) Wireless Architecture 

20 (5) Just Works 

• No configuration 

• Especially when roaming 

• CDPD 

• Configure Network Equipment Identifier 

• 802.11 

• Configure network name and security keys 

• Per location 

• Bluetooth wireless technology 

• Configure PIN numbers 

• Per device 

21 (3J 802.11 Configuration 

• Current 802.1 1 networks need to be configured with name of the network 

• Roaming between multiple networks difficult especially when security 
is implemented 

• Automatically find a wireless network 

• If Access point is beaconing network name, attempt to use that network 

• If no infrastructure available then switch to adhoc mode 

22 QO Always Connected 

• Permanent IP connectivity should not use dial-up model 



• A CDPD card should appears as a LAN card 

• A GPRS, EDGE or 3G card or cellphone should appear as a LAN card 

• GPRS Terminal Type Recommendations 

• Cellphone needs to be Type A (voice and packet) 

• PC-Card can be Type C (packet only) 

• Implement an NDIS driver or use 
Remote NDIS 

• Remote NDIS over Bluetooth connections 
23(5) Remote NDIS 

• Remote NDIS enables a bus-agnostic connection to devices that provide 
network access 

• Remote NDIS is both a driver architecture and a command language 
24 Q Unified Transport: IP 

• All other media except Bluetooth wireless technology support always connected 
IP 

• Ethernet over point-to-point 
Bluetooth connections 

• 12 bridge gives an adhoc 12 network 

• Adhoc applications use UPnP over IP 

• Expect large numbers of wireless connected devices 

• Move to IPv6 for addresses 
25(3) Mobility 

• Applications should not rely on having a network available 
all the time 

• Network connection can disappear at anytime 

• Applications should reconnect automatically if the 
network appears 

• Clients hold state about the network 

• IP address 

• Routes 

• Networks hold state about the client 

• Multicast distribution 

• Quality of service 

• Secure access 

• Machine name to IP address mapping 

• How to detect when this state is out of date 

• Applications also hold state about the network 

• TCP connections 

• E.g. Proxies, firewalls, etc. 
26(3) Mobility 

• Detect roaming 

• Mediasense detects working/non-working interfaces 



• Mediasense detects interfaces changing their 
network connection 

• IP address 

• Mediasense triggers a DHCP renew; If renew fails, DHCP gets a new IP 
address 

• DHCP updates DNS when an address changes 

• TCP/IP removes IP addresses if NIC not connected 

• Mobile IP allows IP address to stay the same 
when roaming 

27(3) Mobile IP 

• Mobile IP keeps the application IP address the same 

• IPv4 has two options 

• Change the network interface address to a local IP address 

• Use an ARP proxy to keep the same IP address 

• IPv6 only has first option 

• Mobile IP Issues 

• How to route efficiently 

• IPv6 fixes this issue 

• Firewall traversal 

• Time to get a local address 

• Doesn't allow Voice over IP roaming 

• Doesn't address any of the other issues with multicast, QoS, security, applications 

• GPRS and 3G have network layer mobility 

• No plans to support Mobile IP until IPv6 

28 (5) Mobility 

• Multicast 

• Mediasense triggers IGMP refresh on roaming 

• QoS 

• Mediasense triggers RSVP refresh on roaming 

• Routes 

• Mediasense triggers router detect (IRDP) on roaming 

• Default interface metrics should depend interface speed 

• Routes to no longer existing interface addresses are removed 

• Security 

• Mediasense triggers network authentication refresh 

• Applications 

• Need to retry connections on connection failure and mediasense 

• Configurations based on network location 

29 (3) Network Location API 

• Network location is a hint to the application of the network the machine is 
connected to 

• Accessible via Winsock API 
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• Query for the connected networks 

• WSALookupServiceBegin 

• WSALookupServiceNext 

• WSALookupServiceEnd 

• Request for notification when the connected 
networks changes 

• WSANSIoctl ( ( SIO_NSP.NOTIFY_CHANGE,...) 

• Applications that need configuration per network should use this API 

• E.g., application proxies 

30 (5) Security 

• Secure access to resources in the network 

• This is Windows login 

• Secure transfer of data over the network 

• This is IPSec 

• Integrated into Windows credentials using PKI and Kerberos 

• Secure access to the network 

• This is available for RAS and VPNs 

• Integrated into Windows credentials using PKI (EAP) 
and Radius 

• Supports roaming of identities 

• No secure access to LAN networks 

• Very important for Wireless 

31 QD Wireless Security Issues 

• User loses wireless NIC, doesn't report it 

• Without user authentication, intranet now accessible by attackers 

• Without centralized accounting and auditing, no means to detect unusual 
activity 

• Users who don't log on for periods of time 

• Users who transfer too much data, stay on too long 

• Multiple simultaneous logins 

• Logins from the "wrong" machine account 

• With global keys, large scale re-keying required 

32 (3) Wireless Deployment Issues 

• User administration 

• Integration with existing user administration tools required (RADIUS, LDAP- 
based directories) 

• Create a Windows group for wireless 

• Any user or machine who is a member of the group has wireless access 

• Identification via User-Name easier to administer than MAC address 
identification 

• Usage accounting and auditing desirable 

• Key management 



• Static keys difficult to manage on clients, access points 

• Proprietary key management solutions require separate user databases 

33 [3) 802.1X Topology 

34 IEEE802.1X 

• Enables interoperable user identification, centralized authentication, key 
management 

• Leverages existing standards: EAP, RADIUS 

• Compatible with existing roaming technologies, enabling use in hotels and 
public places 

• User-based identification 

• Identification based on Network Access Identifier (RFC 2486) enables support 
for roaming access in public spaces (RFC 2607) 

• Dynamic key management 

• Centralized user administration 

• Support for RADIUS (RFC 2138, 2139) enables centralized authentication, 
authorization and accounting 

• RADIUS/EAP (draft-ietf-radius-ext-07.txt) enables encapsulation of EAP 
packets within RADIUS 

• Supported on Ethernet, Token Ring and 802.1 1 

35 (3) Extensible Authentication Protocol 

• Used by PPP for RAS and VPN 

• Allows support for a number of authentication mechanisms 

• EAP designed to allow additional authentication methods to be deployed with 
no changes to the access point or client NIC 

• RFC 2284 includes support for password authentication 
(EAP-MD5), One-Time Passwords (OTP) 

• Windows 2000 supports smartcard authentication (RFC 2716) and Security 
Dynamics 

• Radius server used for authentication and authorization 

• Integrated into Active Directory™ users and groups 

• Supports cross authentication for roaming 
36(3) 802.1X On 802.11 

37 (3) Outsourced Remote Access 

• User sends authentication request to ISP 

• ISP Delegates authentication to Corporation 

• Corporation checks Active Directory 

• Single point of administration 

38 (3) Provisioning Public Internet 

39 (3) Bluetooth Security 

• To connect to a Bluetooth device requires its PIN 

• PIN is per device not per service 

• Great for personal single function devices 

• E.g., protect cellphone from being dialed 



• Problem for adhoc devices/applications 

• Require PIN for each device 

• Obtain access to ail services on device 

• Need security at a higher level and no PIN 

• Adhoc FTP user intervention required so why need a pin? 

• Adhoc PAN do not want a PIN otherwise cannot setup 
roaming PANs 

• Business card exchange should be push to a destination 

40 (D GPRS Security 

• GPRS uses GSM Authentication 

• Authentication is between the mobile station and the network 

• Need authentication between PC and the Bluetooth mobile station 
• Bluetooth PIN 

41 (5J Microsoft® QoS Components 
42(5) 802,11 QoS 

• 802.1 p support 

• Priority tagging of Ethernet frames 

• 802.11 NIC driver 

• Use NDIS priority field to prioritize access from client to wireless network 

• Add 802. 1p header for wired network 

• Access point prioritizes access from wired network to client based on 802. 1p 

• Subnetwork bandwidth manager in access point for admission control 

43 (3) Adhoc Architecture 

44 No Network Infrastructure 

• Address assignment 

• APIPA when no DHCP server 

• ICS contains DHCP server for adhoc home network 

• Name Resolution 

• NetBT broadcast for adhoc name resolution 

• ICS contains DNS proxy and DDNS support for the adhoc home network 

• Service Discovery Protocols 

• SSDP protocol enables UPnP discovery 

• SDP protocol enables Bluetooth wireless technology discovery 

• IrLAP protocol enables IrDA discovery 

45 (5) Temporary Networks 

• Wireless allows for networks to be setup easily 

• Interconnections not organized 

• Multiple interconnections to destinations 

• Loops in the network 

• L2 Spanning tree 

• Self organizing networks 
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• Removes loops 

46 (3J Ad Hoc Ethernet Networks 

• Ethernet hubs 

• Ethernet cross-over cables 

• 1394 

• Host to Host USB cables 

• 802.1 1 can form adhoc mode 

* Automatically switch to adhoc mode when no access points in range 

• Bluetooth wireless technology 

• IrDA 

47 (3) IrDA/Bluetooth Architecture 

48 j3) IrDA Applications 

• File transfer 

* Integrated into shell 

• Image exchange from camera 

• Dial-up networking via cellphone 

• Printing 

• Synchronization 

• ActiveSyncP 

49 (3) Bluetooth Applications 

• Subset of IrDA 

• File transfer 

• Integrated into IrDA ftp transfer 

• Dial-up Networking via cellphone 

• IR and Bluetooth applications are tied to particular media 

♦ Do not inter-operate 

50 QO Ad Hoc Applications 

• UPnP is the integration point for 
ad hoc applications 

• UPnP applications and services are available over any IP network 

* Ethernet, Wireless LAN, 1394, etc. 

51 (3) UPnP Architecture Reference 

• Description/usage 

* Standardized protocols 

• Standardized XML descriptions 

• Simple discovery 

• Locate 
devices/services 
on-the-fly 

* Standards-based 

52 QQ How It Works 

53 (3) System Diagram 



54 (3) Wireless Performance 

• TCP has many features optimized for wireless in Windows 2000 

• Improved RTT estimate 

• improved window sizes 

• Fast retransmit 

• Select acknowledgement 

• Acknowledge packets 

• Improved time-out initiation 

• Very important for wireless losses 

• Cannot be used over the serial port 

• Use Remote NDIS 

• Over USB, IEEE 1394, Bluetooth wireless technology 

55(3] WAP 

• WAP was designed to remove some issues with TCP on long thin links 

• Remove 3 way handshake 

• Proposals to add data on the SYN and SYN-ACK 

• Reduces DOS protection 

• Remove IP layer for some media 

• Not removed for GPRS 

• Data compression 

• GPRS supports TCP/IP header and user 
data compression 

• Recommend GPRS systems support protocol header and user data 
compression 

• WML is for small screens 

• E.g., a few lines 

56 Q Summary - Wireless Is Here 

• Bandwidth is growing 

• Always connected wireless 

• Enables new scenarios 

• Driving new applications 

• Security a major issue with wireless 

• 802. 1X allows integration into Windows user security system 

• UPnP is the framework for 
adhoc applications 

57 Q Call To Action 

• Mobility 

• Mediasense is required for roaming support 

• Any wireless device must generate mediasense 

• Implement 802.1X in network edge devices 

• Switches, access points, etc. 

• Adhoc services and applications 



• Implement using UPnP 

• Do not limit your applications to a particular wireless media 

58 Q For More Information 

• Bluetooth wireless technology 

• htto://www.bluetooth.com 

• IrDA 

• http://www.irda.ora 

• UPnP 

• http://www.uDnD.org 

• http://www.microsoft.corn/hwdev/uonD 

• 802.11 

• QoS whitepaper 

• Security whitepaper 

• NIC requirements whitepaper 

59 Q For More Information 

• RNDIS 

• WinHec driver talk 

• hrtp://wwwrnicrosoftcorn/hwdev/network 

• TCP/IP 

• Whitepaper 

• http://www.microsoft.com/wi ndows20M^^ 
networkbasics /tcoip imolement.asp 

60 □ For More Information 

• IEEE802.1X 

• httD://orouper.i eeeora/orouDs/8Q2/1/paoes/802.1x.html 

• RADIUS 

• httD://www.ietf.oro/rfc/rfc2138.txt 

• httr>'//wwwi 6 tfora/rfc/rfc21 39.txt 

• http://www.ietf.ora/rfc/rfe2S48.txt 

• hrta://www.ietf. ^intemet^r^di^/ietf^dius-radius-v2-06,txt 

• hrta://www.iatf.C To/intemet^^ 

• http^/www.ietf -ora/intemet^raft^dr^.ietf-radius-ext-07.txt 
. htto-7Awww.ietf.ora/intemet^ 

• httpyfr^jetfora/intemet^ra ^^ 
. EAP 

• http://www.ietf.ora/rfc/rfc2284.txt 

• http://www.ietf.ora/rfc/rfc2716.txt 
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l (3) Bluetooth Architecture Overview 



James Kardach 

Principal Engineer/Bluetooth SIG Chairman Mobile Computer Group 
Intel Corporation 

2 Q Agenda 

• Bluetooth SIG update 

• Bluetooth architectural overview 

• Summary/call to action 

3 (3) What Does Bluetooth Wireless Technology Do For You? 

4 □ Program Update 

• Final specification published Monday 7/26/99 

• Core technology specs and Profile requirements 

• Result of work from -200 engineers 

• Bluetooth membership exceeds 1,600 companies! 

• Bluetooth wireless technology becoming the choice for 
wireless connectivity 

• Full list of member companies on Web site www.bluetooth.com 

• Bluetooth program on track for products available in 2000 

• Products available this year 

• Next step is qualification program 

• SIG now focusing on ensuring product interoperability 

• Bluetooth qualification program started 

• Bluetooth wireless technology is the basis for the IEEE 802.15.1 standard 

• Bluetooth SIG has expanded 

• New contracts and membership types 

5 (3) Bluetooth Momentum 

• SIG is still growing 

6 Q The SIG Formally Known As Bluetooth ; ) 

• New Contracts 

• Adopter/Early Adopter = Early Adopter 

• Early Adopter Contract 

• Early Adopter in working group = Associate 

• Early Adopter Contract, Associate Amendment 

• Open IP license to Bluetooth wireless technology 

• Original "Foundation Specifications" 

• New technology in and around the 12 specification 
working groups 

• Only need to sign 1 contract to use any Bluetooth wireless technology (the new 
one) 

7 CD Future Directions For Bluetooth Profiles 

• Second generation radio 



1 



• Personal area networking 

• In and around the car 

• "Wake-up" 

• Human Interface Devices (HID) 

• Audio/visual 

• ISM interference/interoperability 

• Printing 

• Still image 

• Extended Service Discovery protocols 

• Local positioning 

• UDI 

8 (U What Is Bluetooth Wireless Technology? 

• A hardware description 

• An application framework 

9 © What Is Bluetooth Wireless Technology? 

• A hardware description 

• An application framework 

10 (D Testing To Specification 

• Bluetooth devices will be tested against the specification 

• Bluetooth Qualified Test Facilities (BQTF) 

n d) What Does Bluetooth Wireless Technology Do? 

• Cable Replacement 

12 Q Bluetooth RF Specifications 

• Specified for low cost, single chip implementation 

• Noise floor margin for substrate noise and low current LNA 

• Linearity set by near-far problem 

• In-band image allows low-cost low IF 

• VCO phase noise enables integrated VCO 

• TX-RX turn around time enables single synthesizer 

• 2.4 ISM band chosen for global use and process capabilities 

• Sensitivity traded for low-cost integration of transceiver and baseband 

13 (3) Basic Baseband Protocol 

• Spread spectrum frequency hopping radio 

• 79/23 one MHz channels 

• Hops every packet 

• Packets are 1, 3, or 5 slots long 

• Frame consists of two packets 

• Transmit followed by receive 

• Nominally hops at 1600 times a second (1 slot packets) 

14 (3) Network Topology 

• Radio Designation 



• Connected radios can be master or stave 

• Radios are symmetric (same radio can be master or slave) 

• Piconet 

• Master can connect to 7 simultaneous or 200+ active slaves per piconet 

• Each piconet has maximum capacity (1 MSPS) 

• Unique hopping pattern/ID 

• Scatternet 

• High capacity system 

• Minimal impact with 
up to 10 piconets 
within range 

• Radios can 
share piconets! 

15 (3) The Piconet 

• All devices in a piconet hop together 

• In forming a piconet master gives slaves its clock and device ID 

• Hopping pattern determined by device ID (48-bit) 

• Phase in hopping pattern determined by Clock 

• Non-piconet devices are in standby 

• Piconet Addressing 

• Active Member Address (AMA, 3-bits) 

• Parked Member Address (PMA, 8-bits) 

16 (3) Functional Overview 

• Standby 

• Waiting to join a piconet 

• Inquire 

• Ask about radios to connect to 

• Page 

• Connect to a 
specific radio 

• Connected 

• Actively on a piconet (master or slave) 

• Park/Hold/Sniff 

• Low Power 
connected states 

17 g) Packet Types/Data Rates 

• ASL -Packet like behavior 

• SCO - Circuit like behavior 

18 (5) Mobile = Battery Life 

• Low power consumption* 

• Standby current < 0.3 mA 

* P 3 months 
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• Voice mode 8-30 mA 

• Id 75 hours 

• Data mode average 5 mA 

(0.3-30mA ( 20 kbit/s, 25%) 

• P 120 hours 

• Low Power Architecture 

• Programmable data length (else radio sleeps) 

• Hold and Park modes 60 pA 

• Devices connected but not participating 

• Hold retains AMA address, Park releases AMA, gets PMA address 

• Device can participate within 2 ms 

• 'Estimates calculated with 600 mAh battery and internal amplifier, power will 
vary with implementation 

19 (3) Error Handling 

• Forward-error correction (FEC) 

• Headers are protected with 1/3 rate FEC and HEC 

• Payloads may be FEC protected 

• 1/3 rate: simple bit repetition (SCO packets only) 

• 2/3 rate: (10,15) shortened Hamming code 

• 3/3 rate: no FEC 

• ARQ (ACL packets only) 

• 16-bit CRC (CRC-CCITT) and 1-bit ACK/NACK 

• 1-bit sequence number 

20 (3) Bluetooth Security Features 

• Fast Frequency Hopping (79 channels) 

• Low Transmit Power (range <- 10m) 

• Authentication of remote device 

• Based on link key (128 Bit) 

• May be performed in both directions 

• Encryption of payload data 

• Stream cipher algorithm (£ 128 Bit) 

• Affects all traffic on a link 

• Initialization 

• PIN entry by user 
21(3) Application Level Security 

• Builds on-top of link-level security 

• Creates trusted device groups 

• Security levels for services 

• Authorization required 

• Authentication required 

• Encryption required 



4 



• Different or higher security requirements could be added: 

• Personal authentication 

• Higher security level 

• Public key 

22 © Bluetooth Wireless Technology Is Global 

• One version for the world 

• Architecture compliant with global emission rules 
(2.4 GHz ISM band) 

• Working through FCC, EC, 
MPT for spectrum, and 
power harmonization 

• Architecture compliant and safe for use on airlines 

• Working with FAA, JAA, FCC, airplane manufacturers, and airlines 

• Reviewing security architecture with affected countries 

23 GO Bluetooth Radio Modules 

• Complete radio on a module 

• Designed to meet "Limited Module Compliance" 
(LMA) requirements 

• Pre-certified to meet global regulatory requirements 

• Allows devices assembled with modules to be "self-certified" 

• USB Interface 

• Solder-ball connections 

• External Antennae 

24 O Bluetooth Protocols 

25 (3) Interoperability And Profiles 

• Represents default solution for usage model 

• Vertical slice through 
the protocol stack 

• Basis for 
interoperability and 
logo requirements 

• Each Bluetooth device supports one or 
more profiles 

26 Q Summary 

• Bluetooth wireless technology is a global, RF-based (ISM: 2.4GHz band), short- 
range, connectivity technology and solution for portable, personal devices 

• It is not just a radio 

• Create piconets on-the-fly (approximately 1Mbps) 

• Piconets may overlap in time and space for high 
aggregate bandwidth 

• The Bluetooth spec comprises 

• A hardware and software protocol specification 

• Usage case scenario profiles and 



interoperability requirements 

• To learn more: http://www.bluetooth.com 
27 Q Call To Action 

• Join the SIG if you haven't already 

• Help advance Bluetooth functionality by supporting the working groups 
committees 

• Got a new usage model? Submit a request 

• Learn how Bluetooth wireless technology works NOW! 

• See Microsoft's presentation on Bluetooth wireless technology 

• Big conference in Monte Carlo - check it out! 

• More information: http://www.Bluetooth.com 

• Implement Bluetooth software and hardware in your products and systems 

• insure interoperability via Un-plugfests 

• Help support native operating system development 

• Provide test hardware to Microsoft 
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l □ Bluetooth User Experience in Windows 



Dr. Michael W. Foley 
Software Design Engineer 
Microsoft Corporation 

2 Q High Level Goals 

• Easy configuration 

• Configure a new device once 

• Wizard to guide user through the process 

• Ease of use 

• After initial configuration, it "just works" 

• Known devices can interoperate without user intervention 

• Don't overwhelm user with unnecessary information 

• Enable advanced functionality 

• User configurable security 

• Local radio properties 

3 Q User Scenarios Enabled 

• Cell phone as a modem 

• Dial-up networking profile 

• Digital camera to PC 

• File transfer profile 

• Public Internet access points 

• LAN Access Profile 

• Business card exchange 

• Object push profile 

• Synchronize PPC with desktop 

4 Q Configuration Issues 

• Security modes 

• Open device - no security 

• Secure connections only 

• Service level security 

• Binding devices 

• PIN entry on multiple devices 

• Support for devices without a Ul 

• Enable hidden computing 

• How to hide this complexity from the average user? 

5 Q Device States 

• Unknown device in range 

• Known, unbound device in range 

• Bound device in range 

• Device out of range 



6 (5) Unknown Device In Range 

• Device discovery 

• Periodic polling can be enabled 

• User can force a discovery 

• Unobtrusive notification will appear when a device is discovered 

7 Q Managing Devices 

• Approve device 

• Establish trust relationship 

• Requires entering data on each device 

• One-time procedure 

• Establish temporary connection 

• One-time service usage 

• May or may not be secure connection 

• Instruct Windows to ignore this device in the future 

• Stop telling me about cell phone in the office next to mine 

8 CD Approval Wizard 

• Guides the user through the binding process 

• Welcome page 

• Brief explanation of what the user needs to do 

• Specifically calls out that devices must be explicitly enabled 
9© Approval Wizard, Welcome 

10 (3) Approval Wizard, Discovered Devices 

11 Approval Wizard, Key Entry 

12 (3) Approval Wizard, Remote Device Instructions 

13 Q Approved Device In Range 

• User can immediately use services exported by the device 

• PIN not required 

• Supports "Hidden Computing" model 

• PPC automatically syncs with desktop when in range 

14 QQ Dialup Networking 
is □ LAN Access Point 

• LAN Access Point looks like a modem connection 

• Usage is the same as DUN, except the connectoid connects to the LAN access 
point rather than the phone/modem 

16 (2 File Transfer 

• Browser remote device 

• Drag and drop files 

17 (3) Synchronization 

• File as well as contacts, appointments, task, etc. 

18 CD Advanced Functionality 

• Listing alt devices in range 



• Managing local services 

• Managing local radio parameters 

• Removing devices 

• Forced discovery 

19 □ Remote Device Browsing 

• User can view ail approved devices; both in and out of range 

• Can remove device from approved status 

• User can only view unapproved devices currently in range 

• History of all devices seen isn't stored 

• Explore Services on remote devices 

• Property page for each device will display URLs associated with service discovery 
record for the device 

20 Q Managing Local Services 

• View currently exported services 

• Alter security settings 

• Must be bound device by default 

• Enable access to unbound devices 

• Disable service to all devices 
21 Q Managing Local Radio Properties 

• Set power management policies 

• AC Powered versus Battery Powered 

• Periodic polling frequency 

• Machine is on 

• Machine is in standby 

• Machine is in hibernate 

• Which COD wake machine 

• Set filtering rules 

• Discover particular CODs 

• Discover particular radios 

• Some properties are read-only for non administrators 

22 Q Summary 

• Designed for ease of use 

• Configure devices once 

• More information and control available 
when required 

• Integrated Windows User Interface 

• Many usage models supported out of the box 

• Dial-up networking 

• Synchronization 

• File Transfer 

• LAN Access 

23 □ Call To Action 



Beta test our software 

* Learn first hand what is intuitive, and what is not 

* Which features should be more 
readily available 

• Which features are rarely used 
Provide us feedback 

Provide us hardware 

• Allows us to test the user experience with a wide range of scenarios 
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2 Q Agenda 

• Bluetooth Architecture in Windows 

• Goals 

• Components of the Stack 

• Functionality 

• Opportunities for IHVs and ISVs 

• Applications 

• Services 

• Devices 

3 Q High Level Goals 

• PC work with all devices 

• Bluetooth Devices as PC peripherals 

• Bluetooth Devices as PC companions 

• Bluetooth Devices bridge to network resources through a PC 

• Easy to configure and operate 

• Extensible architecture 

• Platform for third parties to add value 

4 Q Scenarios 

• Device configuration: 

• Discovery 

• Bonding 

• Syncing and transfer through OBEX 

• Files 

• Pictures 

• Vcards 

• Dial up Networking 

• Cell as modem 

• Null Modem for Peer to peer 

• Generic RFComm applications 

• Non-OBEX synchronization 

• Other serial-type applications 

5 Q Technical Requirements 

• Bluetooth 1 .0 Type II device classification supported 

• Required profiles 

• Bus Management Infrastructure 

• Device and radio configuration 

• Control panels 

• System Trays 

• Extensible framework for value adds 

• Devices 
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• Profiles 

• Bus mgmt software 

• RFComm applications 

• Object Exchange and special object handling 

• RAS and TAP! over Unirnodem 

6 (5) Bluetooth Stack Diagram 

7 □ Stack Components 

• BthPort 

• L2Cap / HC1 

• Hardware abstraction: Serial, USB... 

• Enumeration of Found Bound Services 

• SDP/Management Ul 

• Bus management: 

• User notification of newly discovered devices 

• User assisted Configuration and Bonding 

• Configuration of radio 

• Local Service Exposure and Publication 

8 Q Stack Components 

• RFCOMM 

• RFComm Profile 

• TDI interface for WinSock (AFD) 

• Bus enumeration for DUNs 

• BthModem (a WDM modem) 

• OBEX.DLL 

• Object Exchange 1 .2 

• Bus Agnostic 
9Q BthPort 

• Support Currently Defined buses: USB, Serial, 16550 

• Plug and Play events 

• Bluetooth Request Blocks 

10 Q SDP 

• Provide a "builder" interface to easily create a service record 

• Kernel mode 

• Client drivers can submit a list of UUIDs to search for on all newly discovered 
devices or initiate a SDP search outside of device discovery 

• BThPort will search for all the services in the browse group hierarchy 

• User mode 

• Initiate searches 

• Browse service records 

11 Q Management Ul 

• Present user with devices in range and 
bound devices 



• Allows the user to easily change the relationship with remote device 

• Provide unobtrusive PIN and 
authorization notifications 

• Ul is accessible from third-party applications for a standard user experience 

• Advanced features 

• Filter devices based on COD or address 

• Local radio settings 

• Manage power policies 

12 □ OBEX 

• Full OBEX 1 .2 implementation: 

• Put 

• Get 

• SetPath 

• Definable transactions 

• COM API 

• Extensible to other media 
and transports 

13 |3) OBEX 

14 (U RFCOMM 

15 Q Opportunities To Add Value 

• RF comm applications 

• OBEX applications/extensions 

• Bluetooth management application 

• New device types and/or class drivers 

• Radios on new hardware buses 

16 Q RF Comm Applications 

• Applications looking for virtual serial ports not supported 

• Legacy TAPI/Unimodem applications see peer devices as NULL Modems 

• Applications enumerate Modem/Serial Devices through Unimodem 

17 Q RF Comm Applications 

• Winsock allows for dynamic discovery and communication 

• Talk to the device, not to the conduit ("My Laserjet" versus LPT2) 

• Once bonded device is in range the application can find and use it 

• Allows for multiple remote connection to same service 

• Not necessary to manage multiple virtual COMx ports 

18 □ OBEX Applications 

• Examples 

• Photos 

• Vcards (not "in the box") 

• Simple databases 

• Server 

• Registration 



• New Obex Commands and types 

• Application can register as handler for custom commands 

• Client 

• Discovery 

• Navigate directory structure (enumerate objects) 

• Push Pull objects 

19 □ Bluetooth Management Applications 

• Substitution of stock Microsoft 
Plug and Play experience 

• Configuration and bonding of devices 

20 Q New Profiles Types 

• Native L2CAP 

• Examples: 

• HID 

• Remote NDIS 

• Doom Server with Streaming Audio (utilize native audio channels) 

21 Q New Profile Types 

• Server 

• Registers with SDP/Adviser module 

• No Plug and Play event until remote peer connects 

• PDO means active connection on which 
local server driver loaded 

• Client 

• BthPort finds remote service 

• Signals SDP/Advisor to determine if user 
wants to use this device (Approval Wizard) 

• Plug and Play event (PDO) means active connection on which local client 
driver loaded 

22 □ New Hardware Buses 

• Examples 

• Register set for Card Bus/PCI 

• 1394 

• Miniport 

23 Q Calls To Action 

• Is your value add method missing? 

• We need your hardware 

• Phones 

• Radios 

• Phones 

• Peripherals 

• Phones 

• PDAs 



• We need your software 

• Applications and drivers 

• Can we upgrade you? 

• Come to the developers 1 conference 

24 Q References 

• http://w>AAw.nnicrosoft.com/ 
hwdev/bluetooth 

• Contact: BTlNFO@Microsoft.COM 

25 Q 



APPENDIX F 



Remote NDIS Over Bluetooth Specification 

Rev 0.15 
March 20, 2000 

© 2000 Microsoft Corporation. All rights reserved. 



I 



INTRODUCTION • 3 

1.1 REVISION HISTORY \ 

1.2 Open Issues J 

1 .3 License Agreement 4 

REMOTE NDIS TO BLUETOOTH MAPPING 5 

2 . 1 Data Encapsulation 6 

2. 7. / Bluetooth L2CAP Channels 6 

2.1.2 Bluetooth Packets 6 

2. 1. 3 Bluetooth Flow Control 6 

2.2 Remote NDIS Device Support 6 

2. 2. 1 Service Discovery Descriptor 6 

2.2.2 L2Cap Channels 7 

2.23 Messages _• 7 

23 Bluetooth Peer-to-Peer RNDIS 7 

2.3 J REMOTE_NDISJNITlAUZEJASG 8 

2.3.2 REMOTE _NDIS_QUERYJASG 8 

23 2 A OID__GEN_SUPPORTED_LIST * 

2.3.2.2 OID_GEN_HARDWARE_STATUS 8 

2.3.2.3 OID_GEN_MEDIA_SUPPORTED 8 

2.3.2.4 OIDJ3ENJMEDIAJNJJSE 8 

2.3.2.5 OID_GEN_MAXIMUM_FRAME_SIZE 8 

2.3.2.6 OID_GEN_LINK_SPEED 8 

2.3.2.7 OID_GEN_TRANSMIT_BLOCK_SIZE 8 

2.3.2.8 OID__GEN_RECEIVE_BLOCK_SIZE 9 

2.3.2.9 OID_GEN_VENDOR_ID 9 

2.3.2.10 OIDJjEN_VENDOR_DESCRIPTION 9 

2.3.2.11 OID_GEN„CURRENT_PACKET_FILTER 9 

2.3.2. 1 2 OID_GEN_MAXIMUM_TOTAL_SIZE 9 

2.3.2.13 OIDJ3EN J4AC_OPTIONS 9 

2.3.2.14 OID_GEN_MEDIA_CONNECT_STATUS 9 

2.3.2.15 OID_GEN_XMITOK 9 

2.3.2.16 OID_GEN_RCV_OK 9 

2.3.2. 17 OID_GEN_XMITJERROR 9 

2.3.2.18 OID_GEN_RCV_ERROR 9 

2.3.2. 1 9 OID_GEN_RCV_NO_BUFFER 9 

2.3.2.20 OID_802_3_PERM ANENT_ADDRES S • 9 

2.3.2.21 OID_802_3__CURRENT_ADDRESS 10 

2.3.2.22 OID_802_3_MULTICAST_LIST 10 

2 3.2.23 OID_802J_MAXIMUM_LIST_SIZE 10 

2 3 2 24 OlD_802_3_RCV_ERROR_ALIGNMENT ° 

2.3.2.25 OID_802_3„XMIT_ONE_COLLISIONS 10 

2.3.2.26 OID_802J_MORE_COLLISIONS 10 

2.3 3 REMOTE JtDIS JET JASG 10 

2.3.3.1 OID_802_3_MULTICAST_LIST 10 

2.3.3.2 OID_GEN_CURRENT_PACKET_FILTER " 

23.4 REMOTE_NDIS_RESET_MSG 10 

23.5 REMOTE JJDIS KEEP ALI VEJrfSG 10 



2 



1 Introduction 



This document defines how "Remote NDIS" bus-independent message set for bus-attached networking 
devices (either Ethernet 802.3 devices or connection oriented devices where the call manager (signaling 
stack) resides either on the host or on the device) is carried over Bluetooth. 



1.1 Revision History 



Revision 


Date 


Comment 


0.1 


2000/03/16 


First draft 


0.11 


2000/03/17 


Add microport spec to allow peer to peer working 


0.12 


2000/03/17 


Allow either host or device to initiate L2CAP channels 

Add more explanation as to why peer-to-peer microport 

A better explanation on how to handle the reset message 

Tidy up some of the OID handling text to make it generic for both peer and 

device modes 

Update the main text to allow peer-to-peer operation as the Bluetooth PAN 
profile 

Add explanation of why a separate L2CAP control channel 

Add additional requirements for the microport to support all of the OIDs 

locally so allowing the remote device to support no OIDS. 


0.13 


2000/03/18 


Updated OIDs text to allow all OIDs to be optional, but the microport 
needs to support them locally. 


0.14 


2000/03/19 


Changed MAXIMUM_FRAME_SIZE OID to use L2CAP MTU rather 
than maximum Ethernet frame size. 


0.15 


2000/03/20 


Talk about RNDIS_PACKET, what additional overhead it adds above raw 
Ethernet frames and how to optimize the overhead. 
Modified response to a REMOTE NDIS RESET MSG 



1.2 Open Issues 
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L3 License Agreement 

The Remote NDIS Specification and any accompanying materials (the "Specification") provided by 
Microsoft is for your personal use only, and may be used solely for the purpose of implementing the 
Remote NDIS protocol message set to interface with (i) a Microsoft Windows operating system or (ii) a 
bus or network-connected communications device, such as a USB, 1394, Bluetooth or TCP/IP device. 
THE SPECIFICATION MAY NOT BE COPIED OR DISTRIBUTED. 

Microsoft may have copyrights, patents or pending patent applications covering subject matter in the 
Specification. To the extent Microsoft has such copyrights, patents or applications, Microsoft agrees to 
grant a nonexclusive, royalty-free, world-wide license under these copyrights, patents or applications solely 
to implement the Remote NDIS Specification to interface with (i) a Microsoft Windows operating system 
or (ii) a bus or network-connected communications device, such as a USB, 1394, Bluetooth or TCP/IP 
device, on condition that you agree not to assert any intellectual property rights against Microsoft or other 
companies for their implementation of the Specification. Microsoft reserves all other rights it may have in 
the Specification. The furnishing of this document does not give you any license to any other Microsoft 
patents, trademarks, copyrights, or other intellectual property rights. Specifically, neither this document 
nor the Specification give you any license to the NDIS Specification or to USB Communication Device 
Class technology. 

The Specification is provided "AS IS" without warranty of any kind. To the maximum extent 
permitted by applicable law, Microsoft further disclaims all warranties, including without limitation 
any implied warranties of merchantability and fitness for a particular purpose, as well as warranties 
of title and noninfringement The entire risk arising out of the use or performance of the 
Specification remains with you. 

To the maximum extent permitted by applicable law, in no event shall Microsoft or its suppliers be 
liable for any consequential, incidental, direct, indirect, special, punitive, or other damages 
whatsoever (including, without limitation, damages for loss of business profits, business interruption, 
loss of business information, or other pecuniary loss) arising out of the use of or inability to use the 
Specification, even if Microsoft has been advised of the possibility of such damages. Because some 
states/jurisdictions do not allow the exclusion or limitation of liability for consequential or incidental 
damages, the above limitation may not apply to you. 
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2 Remote NDIS to Bluetooth Mapping 



Using Bluetooth L2Cap Channels, Remote NDIS manages a networking device at a higher level of 
abstraction than previously defined models, based on the messaging protocol used in Microsoft NDIS 
networking API. Remote NDIS passes encapsulated Remote NDIS control messages between the host and 
device over a L2CAP channel. In addition, this document explains how to use Remote NDIS control 
messages in a peer-to-peer mode of operation to allow emulated Ethernet point-to-point connections 
between two Bluetooth devices. 

NOTE: An understanding of the Bluetooth 1.0 document is highly recommended before proceeding. The 
1.0 document can be found at http://mvwMuetooth.com. 

Remote NDIS will leverage the current NDIS network stack and provide easy migration of networking 
devices to external buses for Windows machines. The Remote NDIS model has many advantages: 
extensibility without change to the bus specific message transport mechanisms, the ability to support more 
protocols over more buses quickly, and a driver architecture that has been proven for both networking and 
external bus device models. Microsoft will supply all driver layers for both Windows 2000 and Windows 
98. The value-add mechanisms that already exist in the NDIS network stack will be supported for Remote 
NDIS devices. 

A single L2CAP channel is used for Remote NDIS control messages, their responses and for the device to 
indicate a change of status. A separate L2CAP channel is used for control, to limit the latency in sending 
control messages. A data message can be up to 1500 bytes in length, which takes approximately 20ms 
when using the full Bluetooth bandwidth and will increase as other traffic uses part of the bandwidth. 

Another L2CAP channel is used by Remote NDIS to exchange Remote NDIS data packets. Additional 
L2CAP channels may be used to deal with multiple networking channels that may exist on a device. 



Host Remote NDIS networking driver 



Channel 



Bluetooth Host 
Bluetooth Device 



Media Acc 


ess Control 






Physica 


l(PHY) 



Control Channel 



Control 



Figure 1: Remote NDIS Model 
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Remote NDIS networking driver 



Data 
Channel 



Bluetooth Device 
Bluetooth Device 



Control Channel 



Remote NDIS networking driver 



Figure 2: Remote NDIS peer-to-peer Model 



A Remote NDIS device may be "connectionless" or ''connection oriented'* and may require connection management 
requests as well as device management requests to control the operational state and configuration of the device. 

It is out of the scope of this document how IP addresses are assigned to this interface. This document also does not 
discuss how multiple links could be joined together to form a larger network by adding a L2 bridge or a L3 router 
above the links to allow adhoc networks to form. 



2.1 Data Encapsulation 



Network data is passed between the host and device over Bluetooth L2CAP channels. This data is not passed in a 
"raw" form, but instead encapsulated in an NDIS packet mechanism described in Section 7. 1, NDISPacket of the 
Remote NDIS Specification. This format is based on the model already used in the NDIS network stack. Mechanisms 
for passing out-of-band data to the device are also provided for with the Remote NDIS packet definition. 

2.1.1 Bluetooth L2CAP Channels 

The host or the device can initiate the setup of control and data L2CAP channels. 

2.1.2 Bluetooth Packets 

Bluetooth passes data over the air in the form of L2CAP packets, which should not be confused with NDIS or 
networking packets. The maximum length of packets supported by L2CAP must be the maximum MTU of the media 
+ the maximum RNDIS header size. The device should fill in MaxTransferSize to the largest L2CAP message it can 
send, if the host has a smaller L2CAP maximum message size it should overwrite the returned information with its 
own maximum message size. 

2.1.3 Bluetooth Flow Control 

The flow control method used by Bluetooth Remote NDIS devices, is the flow control mechanism of Bluetooth 
Baseband protocol described in Part B Section 8.3 of Specification of the Bluetooth System. 

2.2 Remote NDIS Device Support 

Following is a description of minimal SDP record that will be needed for a Bluetooth Remote NDIS device. 

2.2.1 Service Discovery Descriptor 

The Remote NDIS device uses the standard Service Discovery descriptor as defined in Part E Specification of the 
Bluetooth System, The description for RNDIS is as follows: - 
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Item 


Definition 


Type/Size 


Value 


Attrihntp ID 


ServiceClassIDList 








OyDooi 

UAUUU 1 


ServiceClassO 




UUID/32-Dlt 






rroiocoiijcscripioruibi 








0x0004 


ProtocolO 


L2CAP 


UUID/32-bit 


L2CAP 




Protocoll 


PAN 


UUID/32-bit 


PAN 




ProtocolSpecficParameterO 


Control Channel 


Uint8 


N = control channel # 




ProtocolSpecficParameterl 


Data Channel 


Uint8 


N = data channel 1 




Protocol SpecficParameterN 


Data Channel 


Uint8 


N = data channel N 




ServiceName 


Displayable text name 


DataElement/String 


String 





It is expected that PAN services can communicate with each other. It is possible for a Bluetooth device to have 
multiple PAN services. E.g. a cellphone could have a Wireless WAN server that gives Bluetooth devices access to the 
cellphone data network; in this case the ServiceName should be ~WWAN", though a more descriptive name maybe 
used especially if multiple WWAN services are available to the cellphone. It can also have a PAN service that allows 
internal PAN services to communicate peer-to-peer between devices; in this case the ServiceName must be "PEER'*. P 
device must not advertise more than one PAN profile with a ServiceName of PEER. 



2.2.2 L2Cap Channels 

A Remote NDIS Bluetooth device will need to initiate or accept two or more L2CAP channels, a control channel 
one or more data channels. 



2.2.3 Messages 

Messages to the device will be sent in the form of L2CAP PDUs. The device will be sent a message on the control 
channel from the host. The device then sends the host on the control channel the response. 

A typical transaction for a Bluetooth RNDIS connectionless device would be: - 

1 . Host issues a Bluetooth WRITE on the control channel, with the payload of NdisQuery Request The 
RNDIS_OID value in the NdisQuery Request is set to OID_GEN_MEDIA_CONNECT_STATUS. 

2. Device receives the Bluetooth data, decodes the NdisQuery Request and does the necessary actions to 
determine the connection status. When the device has the information, it issues a Bluetooth WRITE on i 
control channel consisting of an NdisQueryResponse (in this case the 
OID_GEN_MEDIA_CONNECTION_STATUS). 



2.3 Bluetooth Peer-to-Peer RNDIS 

Since Bluetooth is a peer-to-peer system and the SDP record does not define a difference between the host and device 
system, the Bluetooth microport should be capable of working against itself. A host only RNDIS microport only need 
to initiate certain messages and will only receive certain messages. As a microport that can be a host, a device or both, 
it needs to process all messages that can be received by either a host or a device. It is necessary for the microport to 
deal with these messages. It is expected that the Bluetooth microport will act as only a host microport when connected 
to a cellphone and as a dual host/device when connected to another machine that is also running the microport. Care is 
required in the design of the microport so oscillations in processing messages do not occur. 

Remote NDIS defines the format for the REMOTE_NDIS_PACKET message including space to transport NDIS OOB 
and per packet information fields. The per packet information fields are only supplied by NDIS when the remote driver 
specifies it supports the functionality. The OOB information is only supported for particular media types. For Ethernet 
peer-to-peer emulation neither OOB or per packet information is required. In this case 44 bytes for offsets and lengths 
of packet information fields are not required. This means that for a 1 5 14 byte Ethernet MTU L2CAP is required to 
have a minimum of 1554 byte MTU and wastes approximately 3% of the Bluetooth bandwidth. This could be an issue 
for slow Bluetooth links. This can be optimized if DataOffset is 4 assume that the rest of the RNDIS J>ACKET header 
is NULL. This reduces the data overhead to 16 bytes or 1%. . ^ 

In operation it is expected that the Bluetooth microport be loaded when a remote Bluetooth support PAN service is in 
range and cJn be communicated to. Loading of the microport will cause an initialization message to be sent from the 
microport. When the remote device is a cellphone it will response with an initialization complete message. When the 
remote device is another Windows machine this machine will also generate an initialization message. 
This section does not deal with the normal RNDIS processing but only with the additional messages received when 
acting as a device or as both a host and a device. The extra messages the microport can receive are: - 
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REMOTE JTOISJNITIALIZE_MSG 

REMOTE_NDIS_QUERY_MSG 

REMOTENDISSETMSG 

REMOTENDISRESETMSG 

REMOTE_NDIS_KEEPALIVE_MSG 

2.3.1 REMOTE_NDIS_INITIALIZE_MSG 

The microport should generate an REMOTE_NDIS JNITIALIZE_CMPLT. The microport should 
completely initialize itself either on sending the initialize message or on receiving the initialize complete 
message. It should not do any initialization on receiving a REMOTE NDIS INITIALIZE MSG. 

2.3.2 REMOTE_NDIS_QUERY_MSG 

The microport should respond depending on the OID in the query. Any NDIS OID may be supported if 
required but the following OIDs should be supported at least locally by the microport: - 

2.3.2.1 OID_GEN_SUPPORTED_LIST 

Return a list of RNDIS mandatory OIDs plus any optional OIDs supported by the microport. The remote 
device is allowed to return not supported when the microport returns the list of OIDs it supports. 

2.3.2.2 OID_GEN_HARDWARE_STATUS 

Return the status of the microport, one of the following codes: - 

NdisHardwareStatusReady 

NdisHardwareStatusInitializing 

NdisHardwareStatusReset 

NdisHardwareStatusClosing 

NdisHardwareStatusNotReady 
Optional, the microport must return NdisHardwareStatusReady except when sending or receiving a 
REMOTE_NDIS_RESET_MSG when it must return NdisHardwareStatusReset if the remote device 
doesn't support this OID. 

2.3.2.3 OID_GEN_MEDIA_SUPPORTED 

The microport must support NdisMedium802_3; it may optionally support other media. Optional, the 
microport should return NdisMedium802_3 if the remote device doesn't support this OID. 

2.3.2.4 OID_GEN_MEDIA_IN_USE 

Return the current media in use, which must include NdisMedium802_3, optional. 

2.3.2.5 OID_GEN_MAXIMUM_FRAME_SIZE 

Return Ethernet maximum frame size for NdisMedium802_3. The microport must return the MTU from 
L2CAP if the remote device does not support this OID. 

2.3.2.6 OID_GEN_LINKjSPEED 

Return speed depending on the number of slots that can be used by the L2CAP channel. This requires an 
API to L2CAP to obtain this information. Optional because the microport must get the link speed from the 
local L2CAP channel. 

2.3.2.7 OID_GEN_TRANSMITJBLOCKJSIZE 

Return Ethernet maximum frame size for NdisMedium802_3, optional. 
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2.3.2.8 OID_GEN_RECEIVE_BLOCK_SIZE 

Return Ethernet maximum frame size for NdisMedium802_3, optional. 

23.2.9 OID_GEN_VENDOR_ID 

Return the microport vendor IEEE code or the vendor code from the Bluetooth radio MAC address or 
OxFFFFFF, optional. 

2.3.2.10 OID_GEN_VENDOR_DESCMPTION 

Return a vendor description string. E.g. "Microsoft Corp. RNDIS Bluetooth Microport", optional. 

2.3.2.11 OID_GEN_CURRENT_PACKET_FILTER 

Return list saved in variable that is set from the REMOTE_NDIS_SET_MSG message. Optional, the 
microport should return the set value. 

2.3.2.12 OID_GEN_MAXIMUMJTOTAL_SIZE 

Return maximum Ethernet packet size for NdisMedium802_3, optional. 

2.3.2.13 OIDGENJMAC_OPTIONS 

Return 0, optional. The microport must return 0 if the remote device doesn't support this OID. 

2.3.2.14 OID_GEN_MEDIA_CONNECT_STATUS 

Since the microport is not loaded when the remote device is not in range, nor is the microport loaded when 
the interface is disabled, this OID can always return NdisMediaStateConnected. Optional, the microport 
should return NdisMediaStateConnected if the remote device doesn't support this OID. 

2.3.2.15 OIDJJEN_XMIT_OK 

Microport needs to keep a count of number of successfully transmitted packets and return the value here, 
optional. 

2.3.2.16 OID_GEN_RCV_OK 

Microport needs to keep a count of number of successfully received packets and return the value here, 
optional. 

2.3.2.17 OIDGENXMITERROR 

Microport needs to keep a count of number of failed transmitted packets and return the value here, 
optional. 

2.3.2.18 OID_GEN_RCV_ERROR 

Microport needs to keep a count of number of failed received packets and return the value here, optional. 

2.3.2.19 OID_GEN_RCV_NO_BUFFER 

Microport needs to keep a count of number of packets that failed to be received due to lack of buffers and 
return the value here, optional. 

2.3.2.20 OID_802_3_PERMANENT_ADDRESS 

Return the MAC address of the Bluetooth radio. The microport must obtain from L2CAP the MAC address 
of the remote Bluetooth device if the remote device does not support this OID. 
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23.2.21 OID_802_3_CURRENT_ADDRESS 

Return the MAC address of the Bluetooth radio. There is no requirement for a configured option to change 
the MAC address. The microport must obtain from L2CAP the MAC address of the remote Bluetooth 
device if the remote device does not support this OID. 

23.2.22 OID_802_3_MULTICASTLIST 

Return the list of addresses saved by the set command. Note, it is optional for the microport to save any 
multicast filters and may rely on the receiver device filtering. The microport should return an empty 
address filter list if the remote device does not support this OID. 

23.2.23 OID_802_3_MAXIMUM_LIST_SIZE 

Return the number of multicast filters supported, optional. The microport should return 0 if the remote 
device does not support this OID. 

23.2.24 OID802_3_RCV_ERROR_ALIGNMENT 

Returns the number of receives errors due to alignment, optional. 

23.2.25 OID_802_3_XMIT_ONE_COLLISIONS 

Returns the number of receives errors due to a single collision, optional. 

23.2.26 OID_802_3JMORE_COLLISIONS 

Returns the number of receives errors due to multiple collisions, optional 

2.3.3 REMOTE JVDISJSETJV1SG 

Any NDIS OID may be supported if required but the following OIDs should be supported at least locally 
by the microport: - 

23.3.1 OID_802_3_MULTICAST_LIST 

Return the list of multicast filters configured. Optional, the microport must return 
NDIS_STATUS_MULTICAST_FULL if the remote device doesn't support this OID. 

2.33.2 OID_GEN_CURRENT_PACKET_FILTER 

Save the values passed in. The variable should be zeroed on a reset. Optional, the microport can save this 
value locally if the remote device does not support this OID. 

2.3.4 REMOTE_NDIS_RESET_MSG 

The microport should make sure that the REMOTE_NDIS JIESETMSG does not cause the system to 
send a REMOTE_NDIS_RESET_MSG. For Windows, the microport should respond with a 
REMOTENDISRESETCMPLT message and do no work. 

2.3.5 REMOTE_NDIS_KEEPALIVE_MSG 

The microport should respond with a REMOTE_NDIS_KEEPALIVE_CMPLT message. 
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